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Effectiveness of Android Permission System

• Poor understanding [Felt et. al. SOUPS’12]

• Private Information retrieval without any permission [Zhou et. al.
CCS’13]

• Privatae Information: Geolocation, Identity etc.

[Felt et. al. SOUPS’12] A. P. Felt, E. Ha, S. Egelman, A. Haney, E. Chin, and D. Wagner. Android permissions:
User attention, comprehension, and behavior. SOUPS ’12, New York, NY, USA, 2012. ACM.

[Zhou et. al. CCS’13] X. Zhou, S. Demetriou, D. He, M. Naveed, X. Pan, X. Wang, C. A. Gunter, and K.
Nahrstedt. Identity, location, disease and more: Inferring your secrets from android public resources. In ACM CCS
2013.
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The case of ACCESS WIFI STATE permission (1)

Permission description displayed to users

• Required to access raw Wi-Fi data

• Group [2]: ‘Network’

• Protection level [1]: ‘Normal’

Looks innocuous at first glance!
[1] http://developer.android.com/reference/android/Manifest.permission_group.html
[2] http://developer.android.com/guide/topics/manifest/permission-element.html
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The case of ACCESS WIFI STATE permission (2)

In fact, it looks innocuous but it is not!

It is known that:

• Raw Wi-Fi data: A source of sensitive information

1 Surrounding Wi-Fi APs → Approximate user location

2 Wi-Fi MAC address → A unique device identifier

3 Configured Wi-Fi APs → Travel history and Social links [1]

4 Connected Wi-Fi APs and time → Points of interests

[1] M. Cunche, M.-A. Kaafar, and R. Boreli. Linking wireless devices using information contained in wi-fi probe
requests. Pervasive and Mobile Computing, 2013.
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Motivation/Goals

As this permission seems exploitable, two questions raised:

1 Do users understand the implications of this permission?
• i.e., what is the user perception of this permission?

2 Is this permission already being exploited by Apps?
• i.e., what is the current situation on Google PlayStore?

6 / 17



Introduction User Survey Application Analysis Potential Solution and Conclusion

Motivation/Goals

As this permission seems exploitable, two questions raised:

1 Do users understand the implications of this permission?
• i.e., what is the user perception of this permission?

2 Is this permission already being exploited by Apps?
• i.e., what is the current situation on Google PlayStore?

6 / 17



Introduction User Survey Application Analysis Potential Solution and Conclusion

Survey Description

• A total of 156 users answered

• Diffused through social media and mailing-lists

• Composed of 12 questions divided into 3 parts:

1 Demographic info

2 User attitude towards privacy and his experience on Android

3 User perception of the ACCESS WIFI STATE permission
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A digest of Survey Results

Table 4: Servers where Wi-Fi related information is sent by 88 dynamically analyzed applications.

Info Third-parties First-parties
# Apps
a↵ected

MAC Address

appsflyer.com (SSL), revmob.com (SSL), adsmogo.mobi
(plain-text), adsmogo.org (plain-text), vungle.com (plain-text),

supersonicads.com (plain-text), trademob.net (SSL),
sponsorpay.com (SSL), beintoo.com (SSL), adsmogo.com

(plain-text), 115.182.31.2/3/4 (plain-text)7, tapjoyads.com (SSL)

Not found 13

(B)SSID of
connected AP

inmobi.com (SSL), 93.184.219.82 (plain-text) Not found 2

Wi-Fi Scan Info inmobi.com (SSL), fastly.net (SSL)
badoo.com (SSL),

foursquare.com(SSL)
5

for privacy) but this might be the case in near future. Also it
might be possible that our dynamic analysis technique could
not detect PII leakage in case applications employ custom
data modification methods.

5. USER PERCEPTION
Sections 3 and 4 have respectively demonstrated the po-

tential privacy threats and the actual situation today on
Google Play. In this section we study how users perceive
the ACCESS_WIFI_STATE permission. More precisely we con-
ducted an on-line survey involving 156 Android users and
we studied their perception of the privacy risks associated
with this permission. We show that Android permissions
are often misunderstood by users who do not necessarily
understand their privacy implications [7].

5.1 Survey description
Our survey has been performed with Google Docs and

di↵used through social media and multiple mailing-lists. It
was composed of 12 questions divided into 3 parts:

• the first part focuses on demographic information such
as age, gender and professional category;

• the second part is about user attitude towards privacy
and user’s experience in using the Android system;

• the third part evaluates user’s perception of the rela-
tive privacy risks associated with several permissions,
and in particular how users understand the implica-
tions of the ACCESS_WIFI_STATE permission.8

The third part of the survey starts with a series of ques-
tions where the respondent must evaluate the privacy risks
associated with 5 selected Android permissions on a scale of
1 to 10. Along with ACCESS_WIFI_STATE permission, we se-
lected CHANGE_WIFI_STATE and ACCESS_NETWORK_STATE per-
missions in the ‘Network Communications’ group to under-
stand how the user di↵erentiates permissions belonging to
the same group but giving access to di↵erent type of network-
related data. We also selected ACCESS_FINE_LOCATION that
is the permission explicitly required by applications to get
device geolocation. As a device can also be geolocalized indi-
rectly by applications having the ACCESS_WIFI_STATE per-
mission, the ACCESS_FINE_LOCATION permission is selected
in order to compare how users evaluate the privacy risks of
both permissions. Finally, the READ_CONTACTS permission

8The permission were presented using a screenshot of the
permission’s description (as showed to the user by the An-
droid system).

is selected as a reference since the name clearly indicates the
associated privacy risks.

One might argue that the geolocation information ob-
tained using Wi-Fi APs might not be as accurate as the ge-
olocalization obtained through GPS with the ACCESS_FINE-

_LOCATION permission. However Wi-Fi based geolocation
can be as accurate as GPS in urban scenarios [9, 2]. In ad-
dition, contrary to GPS, the Wi-Fi based geolocation can
be used both indoors and when a user turns the GPS o↵ to
save battery.

5.2 Results of the survey
In total, 190 users completed the survey from February

22 to 27, 2014. We discarded responses from 34 users who
never used an Android device. So the results and analysis
presented below are based on the responses of 156 users who
have some experience with Android.

5.63ACCESS_NETWORK_STATE

6.85CHANGE_WIFI_STATE

5.81ACCESS_WIFI_STATE

7.86ACCESS_FINE_LOCATION

9.16READ_CONTACTS

0 2 4 6 8 10

Figure 3: Average privacy risk rating for the con-
sidered permissions on a scale of 10.

The responses to the questions for each permission allowed
us to have a comparative view of the perceived privacy risks.
The average privacy risk ratings on a scale of 10 is presented
in Figure 3. Overall, ACCESS_FINE_LOCATION and READ-

_CONTACTS are rated the highest for privacy risks whereas
ACCESS_NETWORK_STATE and ACCESS_WIFI_STATE are rated
the lowest. In particular, users rate ACCESS_WIFI_STATE as
less risky than ACCESS_FINE_LOCATION. This is typically an
error: not only geolocalization but also many other PII can
be obtained through it (see Section 3). Therefore the privacy
risks of this permission should have been rated higher than
that of ACCESS_FINE_LOCATION.

The results for the question about the fine understanding
of ACCESS_WIFI_STATE permission are presented in table 5.
The correctness of the answers greatly varies across the ques-
tions. Thus we organized them into three groups, based on
the fraction of correct answers they received.

The first group includes questions correctly answered by
the majority of respondents (more than 75% of correct an-
swers). We find questions about the basic functionalities

1 Less risky than other permissions (like Geoloc)!

2 Privacy implications (geolocation, travel history) are not well
understood

• Less than half know about geolocalization!
• Less than half know about device unique identifier!
• Only 35% know about previously visited locations!

8 / 17
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Application Analysis: Overview

First Step: Permission analysis through crawling [1]:

• # of Apps: 2700 Apps (100 * 27 categories)

• Results: 41% Apps request ACCESS WIFI STATE

Second Step: 998 APKs requesting this permission are downloaded for:

1 Static analysis

2 Dynamic analysis (only 88 Apps are chosen based on static analysis
results)

[1] https://github.com/egirault/googleplay-api
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Static Analysis: Technique

• Custom tool (on top of Androguard [1])

• Analysis: Methods of WifiManager class [2]

• 3 privacy-sensitive methods:

1 getScanResults(): List of surrounding Wi-Fi APs

2 getConnectionInfo(): Connected AP Info + Wi-Fi MAC

3 getConfiguredNetworks(): SSIDs of previously connected APs

[1] https://code.google.com/p/androguard/
[2] http://developer.android.com/reference/android/net/wifi/WifiManager.html
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Static Analysis: Results
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Static Analysis: Results

Table 3: Top 5 third-parties in each category and their corresponding number of applications.
ConnectionInfo ScanResults ConfiguredNetworks

Third-party # Apps Third-party # Apps Third-party # Apps

inmobi.com 74 inmobi.com 9 google.com 10
chartboost.com 55 domob.cn 9 mobiletag.com 4

tapjoy.com 49 mologiq.com 6 lechucksoftware.com 2
vungle.com 47 tencent.com 5 android.com 2
jirbo.com 43 skyhookwireless.com 4 Unibail.com 1

Figure 2: Distribution based on the party accessing
privacy-sensitive methods, in 762 applications.

to the application. For example, an application developer or
a third-party can use the code from skyhookwireless.com

to retrieve device geolocation without needing explicit ded-
icated geolocation permissions. It is worth mentioning that
skyhookwireless.com retrieves the list of surrounding Wi-
Fi APs in 4 applications (Table 3). In any case deriving
device geolocation without any explicit user permission is
not legitimate and should be prevented by Android.

Table 3 presents the top 5 third-parties in each category
and the number of applications in which they are present.
Looking at the web pages of these third-parties, one may
understand the purpose of these third-parties in various ap-
plications. It seems like most of them (inmobi.com, jirbo.
com, vungle.com, chartboost.com) belong to A&A busi-
ness, whereas others are di↵erent kinds of service providers,
e.g., skyhookwireless.com. Here it is worth noting that
skyhookwireless.com provides geolocation service among
other kinds of services. With this service, an application can
get the location of the phone with the use of ACCESS_WIFI-
_STATE and INTERNET permissions and without explicitly
requesting a geolocation related permission.
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In Section 3 we speculated that applications can infer PII

using the methods made available with the ACCESS_WIFI-

_STATE permission. We now analyze their network com-
munications to check if these applications (or third-party
libraries they embed) actually send private information to
remote servers. We performed this dynamic analysis on 88
applications that access, at least, two privacy sensitive meth-
ods. For this purpose, we modified the Android OS to log in-

7The Wi-Fi MAC address is hashed (SHA-1) before being
sent over the network in clear-text.

teresting method calls in a local SQLite database. We mod-
ified several methods in WifiManager and WifiInfo classes
along with network (both in clear and with SSL) and data
modification (encryption and hash) related methods. The
rest of the OS remains unmodified. This SQLite database is
later analyzed to know if a particular application is accessing
some information and leaks it over the network.

Table 4 presents the list of servers to which PII obtained
with the ACCESS_WIFI_STATE permission was sent. A num-
ber of third-parties present inside these applications are col-
lecting the Wi-Fi MAC address and send it to their servers
(sometimes in clear). Accessing Wi-Fi MAC address is re-
ally serious as it is a hardware-tied unique identifier that
remains the same all along the lifespan of the device and
can be used to tie both on-line and physical profile of a user
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where Wi-Fi MAC address is sent, most of them belong to
A&A companies. This clearly suggests that those actors use
the MAC Address as a unique identifier to track users.

Also, both first (Badoo.com) and third-parties (inmobi.
com) collect the SSID and BSSID of the AP to which the
device is connected. Such a database of users and their Wi-
Fi APs can easily reveal various relationships between users:
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between users based on type of Wi-Fi APs to which users are
connect to. For example, a protected Wi-Fi at home/work
or the time/location at which two users connect to reveal
close connections between them.

We found that Badoo and Foursquare applications send
the list of surrounding Wi-Fi APs (SSIDs, BSSIDs, signal
strength, etc.) to their respective servers. However, both
applications have ACCESS_FINE_LOCATION permission and
can get precise device geolocation from the regular Android
APIs.

We even found some third-parties (e.g., inmobi.com and
fastly.net) sending the list of surrounding Wi-Fi APs to
their servers, and they are present inside various applica-
tions. Focusing on the communication inside various appli-
cations to inmobi.com server, we find that inmobi.com li-
brary works in two modes: if it is included in an application
having ACCESS_FINE_LOCATION, it accesses the fine-grained
geolocation retrieved by the system along with nearby Wi-
Fi APs (possibly to enrich their own database); otherwise,
if the application doesn’t have this permission, it derives
device geolocation by querying their geolocation server with
the list of surrounding Wi-Fi APs. As an example, code from
inmobi.com inside SimSimi (com.ismaker.android.simsimi)
application sends the list of surrounding Wi-Fi APs to its
server to derive device geolocation, because this applica-
tion has neither the ACCESS_FINE_LOCATION nor ACCESS-

_COARSE_LOCATION permissions.
Finally, we didn’t encounter any application sending Wi-

Fi configuration information over the network (which is good

Top 5 third-parties accessing various methods

Notions adopted:

• First-party: App developer,
Third-party: Included libraries

• class package name != main package name =⇒ third party
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Dynamic Analysis: Technique

• Modification of Android OS to log interesting events...

• The modification includes methods from:

1 WiFiManager and WifiInfo class

2 Network stack (clear-text or ssl)

3 Data modification APIs (hashes and encryption)

• Logged events are further analyzed automatically
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Dynamic Analysis: Results

Table 4: Servers where Wi-Fi related information is sent by 88 dynamically analyzed applications.

Info Third-parties First-parties
# Apps
a↵ected

MAC Address

appsflyer.com (SSL), revmob.com (SSL), adsmogo.mobi
(plain-text), adsmogo.org (plain-text), vungle.com (plain-text),

supersonicads.com (plain-text), trademob.net (SSL),
sponsorpay.com (SSL), beintoo.com (SSL), adsmogo.com

(plain-text), 115.182.31.2/3/4 (plain-text)7, tapjoyads.com (SSL)

Not found 13

(B)SSID of
connected AP

inmobi.com (SSL), 93.184.219.82 (plain-text) Not found 2

Wi-Fi Scan Info inmobi.com (SSL), fastly.net (SSL)
badoo.com (SSL),

foursquare.com(SSL)
5

for privacy) but this might be the case in near future. Also it
might be possible that our dynamic analysis technique could
not detect PII leakage in case applications employ custom
data modification methods.

5. USER PERCEPTION
Sections 3 and 4 have respectively demonstrated the po-

tential privacy threats and the actual situation today on
Google Play. In this section we study how users perceive
the ACCESS_WIFI_STATE permission. More precisely we con-
ducted an on-line survey involving 156 Android users and
we studied their perception of the privacy risks associated
with this permission. We show that Android permissions
are often misunderstood by users who do not necessarily
understand their privacy implications [7].

5.1 Survey description
Our survey has been performed with Google Docs and

di↵used through social media and multiple mailing-lists. It
was composed of 12 questions divided into 3 parts:

• the first part focuses on demographic information such
as age, gender and professional category;

• the second part is about user attitude towards privacy
and user’s experience in using the Android system;

• the third part evaluates user’s perception of the rela-
tive privacy risks associated with several permissions,
and in particular how users understand the implica-
tions of the ACCESS_WIFI_STATE permission.8

The third part of the survey starts with a series of ques-
tions where the respondent must evaluate the privacy risks
associated with 5 selected Android permissions on a scale of
1 to 10. Along with ACCESS_WIFI_STATE permission, we se-
lected CHANGE_WIFI_STATE and ACCESS_NETWORK_STATE per-
missions in the ‘Network Communications’ group to under-
stand how the user di↵erentiates permissions belonging to
the same group but giving access to di↵erent type of network-
related data. We also selected ACCESS_FINE_LOCATION that
is the permission explicitly required by applications to get
device geolocation. As a device can also be geolocalized indi-
rectly by applications having the ACCESS_WIFI_STATE per-
mission, the ACCESS_FINE_LOCATION permission is selected
in order to compare how users evaluate the privacy risks of
both permissions. Finally, the READ_CONTACTS permission

8The permission were presented using a screenshot of the
permission’s description (as showed to the user by the An-
droid system).

is selected as a reference since the name clearly indicates the
associated privacy risks.

One might argue that the geolocation information ob-
tained using Wi-Fi APs might not be as accurate as the ge-
olocalization obtained through GPS with the ACCESS_FINE-

_LOCATION permission. However Wi-Fi based geolocation
can be as accurate as GPS in urban scenarios [9, 2]. In ad-
dition, contrary to GPS, the Wi-Fi based geolocation can
be used both indoors and when a user turns the GPS o↵ to
save battery.

5.2 Results of the survey
In total, 190 users completed the survey from February

22 to 27, 2014. We discarded responses from 34 users who
never used an Android device. So the results and analysis
presented below are based on the responses of 156 users who
have some experience with Android.
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Figure 3: Average privacy risk rating for the con-
sidered permissions on a scale of 10.

The responses to the questions for each permission allowed
us to have a comparative view of the perceived privacy risks.
The average privacy risk ratings on a scale of 10 is presented
in Figure 3. Overall, ACCESS_FINE_LOCATION and READ-

_CONTACTS are rated the highest for privacy risks whereas
ACCESS_NETWORK_STATE and ACCESS_WIFI_STATE are rated
the lowest. In particular, users rate ACCESS_WIFI_STATE as
less risky than ACCESS_FINE_LOCATION. This is typically an
error: not only geolocalization but also many other PII can
be obtained through it (see Section 3). Therefore the privacy
risks of this permission should have been rated higher than
that of ACCESS_FINE_LOCATION.

The results for the question about the fine understanding
of ACCESS_WIFI_STATE permission are presented in table 5.
The correctness of the answers greatly varies across the ques-
tions. Thus we organized them into three groups, based on
the fraction of correct answers they received.

The first group includes questions correctly answered by
the majority of respondents (more than 75% of correct an-
swers). We find questions about the basic functionalities
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Dynamic Analysis: Results
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might be possible that our dynamic analysis technique could
not detect PII leakage in case applications employ custom
data modification methods.

5. USER PERCEPTION
Sections 3 and 4 have respectively demonstrated the po-

tential privacy threats and the actual situation today on
Google Play. In this section we study how users perceive
the ACCESS_WIFI_STATE permission. More precisely we con-
ducted an on-line survey involving 156 Android users and
we studied their perception of the privacy risks associated
with this permission. We show that Android permissions
are often misunderstood by users who do not necessarily
understand their privacy implications [7].

5.1 Survey description
Our survey has been performed with Google Docs and

di↵used through social media and multiple mailing-lists. It
was composed of 12 questions divided into 3 parts:

• the first part focuses on demographic information such
as age, gender and professional category;

• the second part is about user attitude towards privacy
and user’s experience in using the Android system;

• the third part evaluates user’s perception of the rela-
tive privacy risks associated with several permissions,
and in particular how users understand the implica-
tions of the ACCESS_WIFI_STATE permission.8

The third part of the survey starts with a series of ques-
tions where the respondent must evaluate the privacy risks
associated with 5 selected Android permissions on a scale of
1 to 10. Along with ACCESS_WIFI_STATE permission, we se-
lected CHANGE_WIFI_STATE and ACCESS_NETWORK_STATE per-
missions in the ‘Network Communications’ group to under-
stand how the user di↵erentiates permissions belonging to
the same group but giving access to di↵erent type of network-
related data. We also selected ACCESS_FINE_LOCATION that
is the permission explicitly required by applications to get
device geolocation. As a device can also be geolocalized indi-
rectly by applications having the ACCESS_WIFI_STATE per-
mission, the ACCESS_FINE_LOCATION permission is selected
in order to compare how users evaluate the privacy risks of
both permissions. Finally, the READ_CONTACTS permission
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dition, contrary to GPS, the Wi-Fi based geolocation can
be used both indoors and when a user turns the GPS o↵ to
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5.2 Results of the survey
In total, 190 users completed the survey from February

22 to 27, 2014. We discarded responses from 34 users who
never used an Android device. So the results and analysis
presented below are based on the responses of 156 users who
have some experience with Android.
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The responses to the questions for each permission allowed
us to have a comparative view of the perceived privacy risks.
The average privacy risk ratings on a scale of 10 is presented
in Figure 3. Overall, ACCESS_FINE_LOCATION and READ-

_CONTACTS are rated the highest for privacy risks whereas
ACCESS_NETWORK_STATE and ACCESS_WIFI_STATE are rated
the lowest. In particular, users rate ACCESS_WIFI_STATE as
less risky than ACCESS_FINE_LOCATION. This is typically an
error: not only geolocalization but also many other PII can
be obtained through it (see Section 3). Therefore the privacy
risks of this permission should have been rated higher than
that of ACCESS_FINE_LOCATION.

The results for the question about the fine understanding
of ACCESS_WIFI_STATE permission are presented in table 5.
The correctness of the answers greatly varies across the ques-
tions. Thus we organized them into three groups, based on
the fraction of correct answers they received.

The first group includes questions correctly answered by
the majority of respondents (more than 75% of correct an-
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for privacy) but this might be the case in near future. Also it
might be possible that our dynamic analysis technique could
not detect PII leakage in case applications employ custom
data modification methods.

5. USER PERCEPTION
Sections 3 and 4 have respectively demonstrated the po-

tential privacy threats and the actual situation today on
Google Play. In this section we study how users perceive
the ACCESS_WIFI_STATE permission. More precisely we con-
ducted an on-line survey involving 156 Android users and
we studied their perception of the privacy risks associated
with this permission. We show that Android permissions
are often misunderstood by users who do not necessarily
understand their privacy implications [7].

5.1 Survey description
Our survey has been performed with Google Docs and

di↵used through social media and multiple mailing-lists. It
was composed of 12 questions divided into 3 parts:

• the first part focuses on demographic information such
as age, gender and professional category;

• the second part is about user attitude towards privacy
and user’s experience in using the Android system;

• the third part evaluates user’s perception of the rela-
tive privacy risks associated with several permissions,
and in particular how users understand the implica-
tions of the ACCESS_WIFI_STATE permission.8

The third part of the survey starts with a series of ques-
tions where the respondent must evaluate the privacy risks
associated with 5 selected Android permissions on a scale of
1 to 10. Along with ACCESS_WIFI_STATE permission, we se-
lected CHANGE_WIFI_STATE and ACCESS_NETWORK_STATE per-
missions in the ‘Network Communications’ group to under-
stand how the user di↵erentiates permissions belonging to
the same group but giving access to di↵erent type of network-
related data. We also selected ACCESS_FINE_LOCATION that
is the permission explicitly required by applications to get
device geolocation. As a device can also be geolocalized indi-
rectly by applications having the ACCESS_WIFI_STATE per-
mission, the ACCESS_FINE_LOCATION permission is selected
in order to compare how users evaluate the privacy risks of
both permissions. Finally, the READ_CONTACTS permission

8The permission were presented using a screenshot of the
permission’s description (as showed to the user by the An-
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associated privacy risks.

One might argue that the geolocation information ob-
tained using Wi-Fi APs might not be as accurate as the ge-
olocalization obtained through GPS with the ACCESS_FINE-

_LOCATION permission. However Wi-Fi based geolocation
can be as accurate as GPS in urban scenarios [9, 2]. In ad-
dition, contrary to GPS, the Wi-Fi based geolocation can
be used both indoors and when a user turns the GPS o↵ to
save battery.

5.2 Results of the survey
In total, 190 users completed the survey from February

22 to 27, 2014. We discarded responses from 34 users who
never used an Android device. So the results and analysis
presented below are based on the responses of 156 users who
have some experience with Android.
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The responses to the questions for each permission allowed
us to have a comparative view of the perceived privacy risks.
The average privacy risk ratings on a scale of 10 is presented
in Figure 3. Overall, ACCESS_FINE_LOCATION and READ-

_CONTACTS are rated the highest for privacy risks whereas
ACCESS_NETWORK_STATE and ACCESS_WIFI_STATE are rated
the lowest. In particular, users rate ACCESS_WIFI_STATE as
less risky than ACCESS_FINE_LOCATION. This is typically an
error: not only geolocalization but also many other PII can
be obtained through it (see Section 3). Therefore the privacy
risks of this permission should have been rated higher than
that of ACCESS_FINE_LOCATION.

The results for the question about the fine understanding
of ACCESS_WIFI_STATE permission are presented in table 5.
The correctness of the answers greatly varies across the ques-
tions. Thus we organized them into three groups, based on
the fraction of correct answers they received.

The first group includes questions correctly answered by
the majority of respondents (more than 75% of correct an-
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and in particular how users understand the implica-
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The third part of the survey starts with a series of ques-
tions where the respondent must evaluate the privacy risks
associated with 5 selected Android permissions on a scale of
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about Wi-Fi networking. MAC address can be used for user tracking
and the list of configured Wi-Fi APs may reveal travel history.”
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• ACCESS WIFI STATE permission: A source of various user PII

• Privacy implications of the permission are not well understood

• 41% applications request this permission

• Permission exploitation already started:
• Getting user location without dedicated location permissions
• For tracking purposes
• To know users’ points of interests

Solution exists!
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Thanks for your attention!

Questions?
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