A VPRN Solution for Fully Secure and Efficien t Group Communications

Lina ALCHAAL Vincent ROCA^∗

Netcelo S.A., Echir olles, FRANCE INRIA Rhône-A lpes, Plan ète project, FRANCE INRIA Rhône-A lpes, Plan ète project, FRANCE vincen t.ro ca@inrialp es.fr lina.alc haal@inrialp es.fr

Ayman EL-SAYED Michel HABERT

INRIA Rhône-A lpes, Plan ète project, FRANCE Netcelo S.A., Echir olles, FRANCE ayman.elsa yed@inrialp es.fr michel.hab ert@netcelo.fr

Abstract In this pap er we show how to build a fully secure and efficien t group comm unication service between several sites. This service is built on top of a VPN environmen t where IPSec tunnels are created, on-demand, between the various sites that need to comm unicate. This pap er is a follow-up of previous work on group comm unications in a VPN environmen t and on application-lev el multicast. We show that these prop osals naturally fit with one-another and lead to the concept of Virtual Priv ate Routed Net work, or VPRN. This concept enables us to largely impro ve the data distribution efficiency , and in particular reduces the physical link stress. We are convinced that securit y is critical in man y situations and must be the primary concern of a group comm unication service.

Keyw ords: Securit y, VPN, VPRN, IPSec, Group Comm unications, Multicast

∗ corresp onding author: Vincen t ROCA; INRIA Rhone-Alp es; Zirst; 655 av. de l’Europ e; Mon tb onnot; 38334 ST ISMIER cedex - FRANCE; phone: (+33) 4.76.61.52.16; fax: (+33) 4.76.61.52.52; email: vincen t.ro ca@inrialp es.fr

1 In tro duction

Many applications like collab orativ e work applications and bulk data distribution require an efficien t group communication service. It is the only viable solution when net work resources must be preserv ed, either because of their scarcit y, of the large amoun t of data transmitted, or the high number of receivers. If intra-domain multicast (within a LAN or a site) is widely available, this is differen t for inter-domain multicast. Today man y ISPs are still reluctan t to provide a wide-area multicast routing service [3]. The imp ortan t activit y around application-lev el multicasting [4], that most of the time try to offer a pragmatic alternativ e group communication service when there is no nativ e multicast routing, proves there is an imp ortan t need. The idea is to build an application-lev el overlay top ology, made of point-to-p oint tunnels between the group members, over which data is distributed. This is the reason why this approac h is also called Overlay Multicast. In the remaining of this pap er both names are used indifferen tly.

But an asp ect that lacks in the overlay multicast prop osals is securit y. In a companion pap er [1] we have shown how to build a group communication service on top of a fully secure IP VPN (Virtual Priv ate Network) environmen t. In this pap er we show how to further impro ve the distribution efficiency of this solution and how to reduce the stress laid on the physical infrastructure thanks to the help of application-lev el multicast techniques.

The rest of the pap er is organized as follows: section 2 intro duces the IP VPN concepts and our prop osal to create a group communication service on top of it; section 3 details both the concept of VPRN and the HBM overlay multicast prop osal; section 4 discusses the merge of the IVGMP and HBM proto cols in order to create a multicast-enabled VPRN; section 5 intro duces a performance evaluation that highligh ts the benefits of the concept; section 6 intro duces related works, and finally we conclude this pap er.

2 Offering a VPN Based Secure Group Comm unication Service

Before describing our solution, we first intro duce the VPN specificities, how to build a group communication service on top of it, and how this approac h departs from the work carried out in related IETF groups.

2.1 Definition of an IP VPN

An IP VPN [7][11] is an extension of a private net work that encompasses links across a shared or public net work like the Internet. A secure VPN uses a combination of tunneling and data encryption to securely connect remote users and remote offices. Th us VPNs can replace troublesome remote-access systems and costly leased lines. There are curren tly three ma jor tunneling proto cols for VPNs [11]: Point-to-P oint Tunneling Proto col (PPTP), Layer 2 Tunneling Proto col (L2TP), and Internet Proto col Securit y (IPSec). IPSec [9] has the advantage of offering advanced cryptographic services and proves to be the best securit y proto col for LAN-to-LAN VPNs (which is what we need), while other securit y proto cols work better for Host-to-Host connections. Besides IPSec is now well known and integrated in man y operating systems (e.g. FreeS/W an for the Linux OS [6]). Therefore our work relies on IPSec.

2.2 A Cen tralized Approac h that Meets Secure Group Comm unication Needs

We assume that a VPN service provider (or VPN SP) is resp onsible of the IPSec/VPN deployment and managemen t between the various sites, and that this service provider controls a VPN Edge Device (or ED), a small router with IPSec supp ort, in each site. The Virtual Network Op eration Center (or VNOC) is the central point of the service provider that collects all the configuration and policy information and that remotely configures the ED of each site during IPSec tunnel establishmen t.

This centralized but dynamic approac h, which was designed for unicast transmissions, is well suited to our needs. The VPN SP can easily tak e in charge the group securit y managemen t asp ects (authen tication and access control of the sites that want to join a VPN) on behalf of the communication group. The dynamic asp ect of the VPN top ology (since a site can join or leave a VPN at any time) fits well with the dynamic nature of a multicast group. Therefore taking advantage of the VPN infrastructure to offer a fully secure group communication service seems reasonable. It must be noticed that security is manage d on a per-sites basis, not on a per-no de basis, which is reasonable when threats arise from the Internet .

2.3 Securit y Versus Scalabilit y

We believe that this approac h meets man y needs, in particular for the deployment of services in commercial and comp etitiv e environmen ts requiring a high level of securit y. A typical example is a headquarter that needs to distribute a large confiden tial database to its remote offices. In this case the number of sites concerned is limited (a few tens), but communications must be fully secure (i.e. the source must be authen ticated, the conten t encrypted and the integrit y verified).

In this example, typical of the problem we address, securit y is the primary concern, not scalabilit y. The number of sites that tak e part in the VPN is limited, at most a few hundreds and usually only a few tens. Therefore having a centralized approac h for VPN managemen t (and also for overlay multicast managemen t as we will see later on) is by no means an issue. Besides, within each site, the number of nodes, senders or receivers, is not limited, which largely increase the effectiv e scalabilit y (in terms of nodes). Finally the scalabilit y in terms of the number of VPNs (rather than the number of sites for each VPN) is a differen t issue that can easily be addressed by having several VNOC.

2.4 The IV GMP arc hitecture

We now give an overview of the group communication service intro duced in [1]. Each VPN ED must implemen t the Internet VPN Group Managemen t Proto col (or IVGMP) that we prop ose. The first goal of IVGMP is to discover group members and sources local to this site. To that goal it relies on the Query/Rep ort mechanism of IGMP . When a local host needs to join a new group not already received by this site, the ED informs the VNOC which performs some policy checking. If the site is authorized to join the group, the VNOC then sends back the new IPSec/VPN configuration to this ED and to all other EDs concerned by the VPN. Th us only authorized sites can join a group. Interested readers are invited to refer to [1] for further details.

A limitation though is that traffic replication is performed by the ED attac hed to the source. Therefore when the number of remote sites increases, the performances quickly degrade. This is the reason why this pap er intro duces the VPRN concept along with an overlay multicast solution to impro ve this efficiency .

2.5 An Non-Con ven tional Approac h

Our approac h departs from the work carried out in the MSEC IETF working group where the problem is to add securit y to an already existing multicast routing infrastructure. Our goal is to add a group communication service in a fully secure environmen t based on IPSec point-to-p oint tunnels. Scalabilit y asp ects, addressed by the MSEC group, is not the primary goal. For instance we do not plan to use our prop osal for large-scale video distribution whereas this could be possible with proto cols considered at the MSEC working group.

Our work also departs from that carried out in the PPVPN IETF working group where the VPN Service

Pro vider, in addition to providing a VPN solution, also masters the core net work and is an Internet Service Pro vider (ISP). Group communication solutions developed by PPVPN providers can easily tak e advantage of their own provider equipmen ts (e.g. IP routers or MPLS-enabled infrastructure) to offer multicast-capable VPNs [12]. In our case the two entities, the VPN SP and the ISP, are differen t entities. It avoids ISP dep endencies and enables to set up a VPN across sites connected to the Internet via differen t ISPs, without requiring preliminary ISP agreemen ts and mutual confidence.

The priorities and assumptions made in the MSEC and PPVPN working groups are in both cases largely differen t from ours. Non-surprisingly , the approac hes considered differ and in fact complemen t each other, by addressing differen t needs.

3 The Benefits of the VPRN and Ov erla y Multicast Solutions

3.1 The Traditional VPRN Concept Versus our View of a VPRN

Many asp ects intro duced by VPNs have a direct analogue with those of physical net works. One of them is the way in which VPN sites are connected together and traffic is forwarded. If a fully meshed top ology between the various sites is feasible, it is not the only possibilit y and creating a non-fully connected top ology can be highly beneficial in some situations. It naturally leads to the concept of Virtual Priv ate Routed Network, or VPRN, which emulates a multi-site wide area routed net work using IP facilities.

ISP edge router

ISP edge router

ISP edge router

CPE

CPE

CPE

client
site

ED/ivgmp source

ED/ivgmp source

client site

VNOC/RP

ED/ivgmp

source

client site

Unsecure Internet backbone

ISP backbone

                  IP tunnel

IP tunnel

              IP tunnel

        client site

              secure link

           secure link

        client site

                                        VPN service provider

RFC2764 VPRN architecture Our VPRN architecture

client site
    IPSec tunnel
                    IPSec tunnel

Figure 1: RF C 2764 versus ours VPRN architecture for group communications.

The traditional VPRN model describ ed in RF C 2764 [7] (figure 1-left) considers a provider net work as an opaque IP cloud where only nodes on cloud border are part of VPN description; nodes within the cloud are transparen t. Users access the net work via a Customer Premises Equipmen t (CPE) router, which is a router connecting the customer internal net work to the provider’s edge router, using a non-shared secure link. The provider is resp onsible for establishing a mesh of tunnels between the provider’s edge routers that have at least one attac hed CPE belonging to a given VPN. This mesh represen ts a new dedicated net work that virtualizes the physical one. Conceptually , there is a dedicated mesh per VPN, and the mesh top ology is arbitrary (partially or fully meshed, dep ending on customer needs). The main benefit of this approac h is that it moves the complexit y and the configuration tasks from the CPE router to the provider’s edge router. Besides the mechanisms prop osed intrinsically rely on the features provided by the underlying physical infrastructure (most of the time an MPLS net work).

The VPRN model discussed in this pap er differs quite a lot from the previous model. In our case (figure 1- right) the Edge Device (ED) located in each customer’s site behaves as a VPRN node. The complexit y and configuration tasks remain hidden to the customer since these ED are remotely managed by the VNOC. Another difference is that the ED/VPRN nodes have a more dynamic nature (compared to an ISP edge router) and are concerned by group managemen t (e.g. by discovering local sources and receivers with IVGMP). Besides, our VPRN architecture is built on top of a generic IP net work, without making any assumption on the underlying physical infrastructure. Likewise it does not need any ISP agreemen t when sites are connected through differen t ISPs, which is a big asset.

3.2 The Ov erla y Multicast Concept and the HBM Proto col

The usual Overlay Multicast goal is to offer an alternativ e to the lack of deployment of inter-domain multicast routing. Many proto cols, largely differen t in their approac h, have been defined, but they all share some similarities that distinguish them from traditional multicast routing [4]:

• A forwarding node in the overlay top ology can be either a end-host (i.e. running the application), a dedicated server within a site, or a border router.

• With an overlay top ology, the underlying physical top ology is completely hidden. A directed (or often undirected) virtual graph is created between all the nodes, and metric measuremen ts tak en between these nodes (or a subset).

• In traditional multicast, the membership knowledge is distributed in the multicast routers. With an overlay multicast, group members are known either by a Rendez-v ous Point (or RP), by the source, by everyb ody, or is distributed among members (e.g. for increased scalabilit y).

• The overlay top ology is poten tially under complete control. In particular the top ology creation pro cess is often optimized using the distance metrics collected between the nodes.

In [13] we have defined the Host-Based Multicast (HBM) proto col. This proto col automatically creates a virtual overlay top ology between the various group members, using point-to-p oint UDP tunnels between them. Everything is under the control of a Rendez-v ous Point, or RP. This RP knows the members, their features, and the communication costs between them. He is resp onsible of the top ology calculation and its dissemination among group members.

The data distribution efficiency highly dep ends on the qualit y of the distribution tree. This is addressed by the periodic node-to-no de (in our case site-to-site) measuremen ts performed by HBM nodes and that are communicated to the RP. This latter then create the distribution top ology, using the available metrics. If existing solvers can easily create an optimal top ology, in practice the metric database only gives a partial, more or less outdated, view of the net working conditions. Yet we assume that the resulting top ology is reasonably good. By default, a shared shortest-path tree is created, but other top ologies are possible, for instance a per-source tree when the application is known to be single-source.

4 The IV GMP/HBM Arc hitecture

We have describ ed so far the various concepts and proto cols. In this section we describ e how they nicely fit with one another.

4.1 General Arc hitecture

The VPN approac h considered so far is centralized around the VNOC. Thanks to the IVGMP proto col running on each ED, the VNOC is also resp onsible of collecting and distributing configuration policies and membership information (in terms of sites) for each multicast group. The HBM proto col also assumes the presence of a central RP which collects membership and distance information, and performs top ology creation. Therefore it is natur al to merge the various featur es and add a RP functionality to the VNOC (figure 2).

VNOC / RP

VNOC

Internet

(non secure)
                                             Internet

                                             (non secure)

source source

ED/ivgmp

ED/ivgmp

ED/ivgmp

ED/ivgmp

ED/ivgmp

ED/ivgmp

ED/ivgmp

ED/ivgmp

VPRN forwarding node

VPN service provider VPN service provider

Multicast-enabled non-routed VPN case Multicast-enabled VPRN case

                      unicast VPN tunnel

sending site sending site

                                                                unicast VPN tunnel

                                                                            recv. site 3

                                                                            recv. site 2

                recv. site 1 recv. site 1

                            recv. site 3

                              recv. site 2

Figure 2: The non-routed versus VPRN approac hes for group communications in a VPN environmen t. Impro ved Scalabilit y Each VPN site can now act as a VPRN node and can forward traffic to its neighbors in the top ology. Doing so reduces the fan-out of the site where the source settles, and because it removes a hot spot in the net work, the scalabilit y (in terms of number of sites) is significan tly impro ved.

Dynamic Asp ects The group membership dynamic triggers both VPN up dates (e.g. by removing tunnels set-up to/from sites that no longer participate in the group) and VPRN/distribution top ology up dates (e.g. to avoid forwarding traffic to the site that left the group). There is a risk of top ology partitioning (and of packet losses) when a forwarding site leaves the group, until the top ology is up dated. Yet, and this is a ma jor difference with the Overlay Multicast general case, nodes considered here are well administered routers (the ED), instead of end hosts that are far less stable. Therefore the ED departures are almost always negotiated, and appropriate measures can easily be tak en.

ED-to-VNOC/RP Securit y Our architecture gives securit y the priorit y over other services. If site-to-site securit y is addressed by IPSec, site-to-VNOC (or RP since the VNOC acts as a RP to o) communications must also be secure. To that goal, each ED establishes a secure communication channel with the VNOC based on SSL and certificates. The ED and the VNOC first authen ticate one another, and the establish a secure SSL connection. Remote configuration and other control operations can then tak e place, using the SOAP approac h [2].

The VNOC must be able to deploy all the IPSec features and ensure that key exchange can be handled prop erly on the VPN EDs. In order to enable secure communications between two EDs, the VNOC supp orts a framework for automatic key managemen t, IKE [8]. The IPSec Securit y Associations (or SAs) generated dynamically by the VNOC, are created between two VPN sites to exchange keys as well as any details on the cryptographic algorithms that will be used during a session.

4.2 Detailed Description

A more detailed analysis of the VPRN/IV GMP/HBM integration exhibits several slight differences with the initial HBM prop osal. In this section we detail the operation of HBM in this environmen t and highligh t the specificities related to its integration in a VPRN environmen t.

4.2.1 ED Functionalities In addition to its VPN and IVGMP functionalities, an ED now needs to participate in the metric evaluation with the other EDs of the group. The list of such EDs is necessarily presen t on each ED since IPSec tunnels are created between them. This is in line with the full membership knowledge assumption of HBM where each node poten tially knows all other nodes.

By default, metric evaluation consists in issuing ping ECHO_REQ/ECHO_REPLYmessages within the IPSec tunnels. It assumes the presence of a fully meshed VPN, otherwise some destinations could not be reached. This is a reasonable assumption since each tunnel between two EDs is in fact shared by all the unicast or multicast traffic between them, and there is a high probabilit y that both sites have already exchanged some packets before.

The metrics are periodically and asynchronously collected by the ED, and sent to the VNOC/RP using the secure SSL channel. Once again, using SOAP is in line with the XML approac h used by HBM for control messages.

An ED is rather differen t from the end-host assumed in HBM: • an ED is rather stable when compared to a traditional end-host (usually a PC). An ED is a well administered router, that rarely reb oots or crashes (at least in theory). This feature greatly impro ves the overlay multicast solution, since node stabilit y, especially in case of a forwarding node, is of high imp ortance.

• an ED is a small embedded PC, usually running a dedicated Linux OS, and has less pro cessing power than a traditional end-host. The VPRN approac h adds some pro cessing on the ED (metric evaluation, packet forwarding), yet most of the work (top ology creation, database managemen t and configuration distribution) is performed by the VNOC, not the ED.

4.2.2 VNOC/RP Functionalities Periodically the VNOC/RP calculates a new top ology, taking into accoun t new net working conditions (e.g. a congested path between two EDs can lead the VNOC/RP to find an alternate path). This top ology up date is also performed in case of membership modification (e.g. when a new site joins the group). The new top ology is then communicated to the concerned ED. Each top ology up date message consists in an up dated VPRN configuration, instead of the new list of neighbors of a node as in HBM.

A ma jor difference with the initial HBM prop osal is the fact that group departure is by default implicit, since a site always subscrib es to a VPN for a limited span of time. Because of this soft-state approac h, each ED must periodically subscrib e to the group, sending a new JOIN_GROUPmessage to the VNOC, otherwise the site is automatically removed. This is differen t from the original HBM prop osal which follows an explicit leave model, plus a partition recovery mechanism in case of ungraceful departures (e.g. after a crash). Having a soft-state model enables the VNOC/RP to asks an ED that implicitly leaves a group to keep on forwarding packets until the new top ology has been up dated.

5 P erformance Ev aluations

5.1 Exp erimen tal Conditions

We implemen ted both the IVGMP and HBM proto cols in C++/P erl on PC/Lin ux machines, and carried out several experimen ts to assess the benefits of the VPRN approac h. The experimen ts rep orted in this pap er are simulations based on a large interconnection transit-stub net work, comp osed of 600 core routers, 3nd generated by the Georgia Tech Model (GT-ITM) [16]. Some of these routers are interconnection routers, others, at the leaf of the top ology, are access routers connecting the client sites. We then choose N ∈ 10; 243 sites randomly among the 243 possible leaves.

We compared (1) the multi-unicast solution, where the ED of the sending site unicasts a copy of each packet to the N − 1 remote sites of the VPN, which corresp onds to the non routed VPN approac h, and (2) the VPRN solution where an optimized shared tree is created between the N sites of the VPN. This tree is constrained so that the maxim um degree of each node is 6.

5.2 Metrics Considered

The qualit y of the top ology is judged with several metrics [17]. Some of them evaluate the resource consumption : Cost: this is the sum of the delay over all the physical links of the distribution top ology. With the multiunicast case, this is the average for all possible sources among the N possibilities since there is a differen t distribution top ology per source. With the shared tree case, by definition the distribution top ology remains the same for all possible sources.

Link Stress: this is number of copies of a given packet that cross a given physical link. The ideal stress, only achieved with nativ e multicast routing is 1. The maxim um stress is an imp ortan t information since it highligh ts the presence of hot spots within the physical net work.

while others evaluate performanc es: Av erage Dela y: this is the average delay between two sites over the distribution top ology. With the multiunicast case, this is the average for all possible sources.

Diameter: this is the maxim um delay between the two farthest sites over the distribution top ology. The optimal case is achieved with the multi-unicast solution since all paths between the source and receivers are direct.

Each point in the figures (except for the stress distribution figure) is the average over N sites chosen randomly among the 243 possibilities. Note that during simulations, the physical links are only limited by their unidirectional delay (assumed constan t), not by their bandwidth, which leads to underestimate the effect of the link stress.

5.3 Results and Discussion

Figures 3 (a)-(d) and 4 (a)-(d) compare performance metrics (average delay and diameter) and resource consumption metrics (cost and link stress) with the multi-unicast and constrained shared tree top ologies. Figure 4 (c) is a zoom that emphasizes the tail distribution, but that does not show that most links have a stress at most equal to 5, and 325 links a stress equal to 1.

0 10000

20000

30000

40000

50000

60000

70000

80000

50 100 150 200 250

Cost(ms)

Number of Members

Multi-unicast Cost

Tree cost

(a) Cost

0

200

400

600

800

1000

50 100 150 200 250

Delay (ms)

Number of Members

Multi-unicast Delay Tree Delay

(b) Average Dela y

0

500

1000

1500

2000

2500

50 100 150 200 250

Topology Diameter (ms)

Number of Members

Multi-unicast Diameter Tree Diameter

(c) Diameter

0 0.5 1 1.5 2 2.5 3 3.5 4

50 100 150 200 250

Cost, Delay, and Diameter Ratios

Number of Members

Cost Ratio Delay Ratio Diameter Ratio

(d)^{shar ed tr ee}

multi unicast Ratios

Figure 3: Multi-unicast versus constrained shared tree comparison The multi-unicast top ology is quickly limited by the fan-out of the sending site (equal to N − 1) which creates a high stress on the first few links. This is visible on figures 4-(a) (look at the maxim um stress) and (d) (stress distribution, showing a tail distribution at x = N − 1). Consequen tly, the multi-unicast approac h is definitely not a reasonable solution when there are more than a few tens sites (esp ecially as these tests underestimates the effects of the link stress).

On the opp osite the constrained tree, by construction, limits this maxim um stress (at most 6 neighbors in these experimen ts), no matter what is the number of sites, N . The price to pay is a higher maxim um delay/diameter of the top ology, but experimen ts show that the stretc h factor when compared to the unicast case remains inferior to 3.5 which is fairly reasonable.

Note that in case of a single source application, the distribution top ology can be optimized using a per-source tree. This is made possible by the total control over the top ology at the VNOC/RP . The only difficult y is inform the VNOC of this application specific feature.

0

50

100

150

200

250

50 100 150 200 250

Stress

Number of Members

Min/Average/Max Link Stress

(a) Multi-unicast min/a ver/max Link Stress

0 1 2 3 4 5 6 7 8 9

50 100 150 200 250

Stress

Number of Members

Min/Average/Max link stress

(b) Shared Tree min/a ver/max Link Stress

0 1 2 3 4 5 6 7 8 9

0 20 40 60 80 100 120 140 160 180 200

Number of physical links

Stress

Link Stress Distribution

(c) Multi-unicast link stress distribution with N = 200 sites (ZOOM)

0 50 100 150 200 250 300 350 400

1 2 3 4 5 6

Number of physical links

Stress

Link Stress Distribution

(d) Shared tree link stress distribution with N = 200 sites

Figure 4: Multi-unicast versus constrained shared tree link stress comparison.

6 Related W orks

In this pap er we only considered degree-b ounded shared tree overlay top ologies. Other overlay top ologies are possible. For instance [15] discusses several algorithms/heuristics to optimize both the top ology diameter and bandwidth usage at the overlay nodes.

[14] describ es a solution to offer a multicast service over MPLS/BGP VPNs, using PIM within the VPN and customer routers at differen t sites. This solution differs from ours by the fact (1) it is aimed to be used in the service-pro vider backbones specified in [5], while our approac h is based on edge technology, and (2) it does not address the problem of using PIM along with IPSec.

As mentioned before, a PPVPN can easily and efficien tly offer a group communication service. [12] describ es, at a high level, how the VPN can exploit either a multicast routing service in the provider’s net work, or an MPLS-enabled infrastructure.

Finally , our approac h shares some similarities with the Centralized Multicast (CM) approac h [10]. In CM, the data forwarding and control functions are kept separated, and the control part is centralized in distinct control elements. The control elements are arranged in a two-level hierarc hy within autonomous systems and are used to set up multicast trees. In our approac h to o, the control part is centralized in the VNOC. The ma jor difference yet it that CM does not address securit y.

7 Conclusions

In this pap er we show how to build a fully secure and efficien t group communication service between several sites. It details both the underlying motiv ations and the architecture prop osed. It is a follow-up of work we performed on offering a group communication service in an IPSec VPN environmen t [1] and on the HBM application-lev el multicast proto col [13]. We show that these prop osals, that both follow a centralized approac h, naturally fit with one-another and lead to the concept of Virtual Priv ate Routed Network, of VPRN. This concept enables us to largely impro ve distribution efficiency , in particular by reducing the stress laid on the physical infrastructure, over the multi-unicast approac h used so far to distribute packets between the sites. It is worth noting that centralized overlay multicast approac hes, often criticized, find a perfect field of application in VPN environmen ts, and the securit y benefits brough t by the whole architecture largely comp ensate any possible scalabilit y limitation.

Finally IVGMP and HBM have both been implemen ted and simulations carried out to quan tify the gains made possible by the VPRN approac h.

References

[1] L. Al-Chaal, V. Roca, and M. Hab ert. Offering a multicast delivery service in a programmable secure ip vpn environmen t. In Fourth International Workshop on Networked Group Communic ation (NGC’02), Boston, USA, Oct. 2002.

[2] D. Box, D. Ehnebusk e, G. Kakivaya, A. Layman, N. Mendelsohn, H. F. Nielsen, S. Thatte, and D. Winer.

Simple Object Access Pr otocol (SOAP) 1.1, May 2000. W3C Note, http://www.w3.org/TR/SO AP/. [3] C. Diot, B. Levine, B. Lyles, H. Kassem, and D. Balensiefen. Deployment issues for the ip multicast service and architecture. IEEE Network, pages 78–88, Jan. 2000.

[4] A. El-Sayed, V. Roca, and L. Math y. A survey of prop osals for an alternativ e group communication service.

IEEE Network, special issue on multicasting , Jan. 2003. [5] E.Rosen and Y. Rekh ter. BGP/MPLS VPNs , Mar. 1999. IETF Request for Commen ts, RF C 2547. [6] FreeS/W an org. FreeS/Wan project home page: an open-sour ce implementation of IPSEC and IKE for Linux. http://www.freesw an.org/.

[7] B. Gleeson, A. Lin, J. Heinanen, G. Armitage, and A. Malis. A Framework for IP based Virtual Private Networks, Feb. 2000. IETF Request for Commen ts, RF C 2764.

[8] D. Harkins and D. Carrel. The Internet Key Exchange (IKE) , Nov. 1998. IETF Request for Commen ts, RF C 2409.

[9] S. Kent and R. Atkinson. Security Architectur e for the Internet Pr otocol, Nov. 1998. IETF Request for Commen ts, RF C 2401.

[10] S. Kesha v and S. Paul. Centralized muticast. In 7th Int. Confer ence on Network Pr otocols (ICNP’99), Toronto, Canada , Oct. 1999.

[11] D. Kosiur. Building and Managing Virtual Private Networks. John Wiley & Sons Inc., ISBN 0-471-29526-4, 1998.

[12] D. Ooms and J. D. Clercq. Overview of Multicast in VPNs , Feb. 2002. work in progress, < draft-o omsppvpn-mcast-o verview-00.txt > .

[13] V. Roca and A. El-Sayed. A host-based multicast (hbm) solution for group communications. In First IEEE International Confer ence on Networking (ICN’01), Colmar, France, July 2001.

[14] E. Rosen, Y. Cai, D. Tapan, I. Wijnands, Y. Rekh ter, and D. Farinacci. Multicast in MPLS/BGP VPNs , February 2002. work in progress, < dr af t − r osen − vpn − mcast − 03.txt > .

[15] S. Shi and J. Turner. Routing in overlay multicast net works. In IEEE INF OCOM’02 , June 2002. [16] E. Zegura, K. Calvert, and S. Bhattac harjee. How to model an internet work. In IEEE INF OCOM’96 , Mar.

1996.

[17] B. Zhang, S. Jamin, and L. Zhang. Host multicast: a framework for delivering multicast to end users.

IEEE INF OCOM’02, New York, USA, June 2002.