
Privacy Impact Assessment
February 2021

Claude Castelluccia



2

Objectives of a Privacy Impact 
Assessment
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• A Privacy Impact Assessment (PIA) is a systematic process to 
evaluate the impact and risks of collecting, using, and 
disseminating personally identifiable information in a project, 
product, service, or system. 

• The goal is to identify privacy risks; ensure compliance 
with national or local laws, contractual requirements, or 
company policy; and put risk mitigation strategies in place. 

• The recently passed EU General Data Protection Regulation 
requires PIAs when data processing is “likely to result in a 
high risk for the rights and freedoms of individuals

• Performed by data controller (with help of Data Privacy 
Officer)
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What is a Privacy Risk?
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A risk is a hypothetical scenario that describes a feared event and all 
the threats that would allow this to occur. More specifically, it describes: 
¨ how risk sources (e.g.: an employee bribed by a competitor) 
¨ could exploit the vulnerabilities of supporting assets (e.g.: the file 

management system that allows the manipulation of data) 
¨ in a context of threats (e.g.: misuse by sending emails) 
¨ and allow feared events to occur (e.g.: illegitimate access to 

personal data) 
¨ on personal data (e.g.: customer file) 
¨ thus generating impacts on the privacy of data subjects (e.g.: 

unwanted solicitations, feelings of invasion of privacy, personal or 
professional problems). 
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What is a Privacy Risk?
4



5

What is a Privacy Risk?
5
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PIA: an continuous process
6
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When is a PIA necessary?
7
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When is a PIA necessary?
8

the following criteria should be considered: 
• Evaluation or scoring 
• Automated-decision making with legal or similar significant effect 
• Systematic monitoring 
• Sensitive data 
• Data processed on a large scale 
• Datasets that have been matched or combined 
• Data concerning vulnerable data subjects 
• Innovative use or applying technological or organisational solutions
• Data transfer across borders outside the European Union 
• When the processing in itself “prevents data subjects from 

exercising a right or using a service or a contract” 
•

(see Article 29 guidelines- april 2017)
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When is a PIA necessary?
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CNIL: Iterative process 
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Context

Controls

Risks

Decisions
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How to Perform a PIA?
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1. Considering the context (processing + control)
• What is application/service doing?
• What data are you collecting/processing?
• What are the measures that are considered?
• How are the user rights implemented?

2. Evaluating the Privacy Risks
• What are the risk sources, feared events, threats?
• What is the severity, likehood of the feared events?

3. Addressing the Risks
• How severe and probable are the risks?
• How can they be addressed? What measures to implement?
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How to Perform a PIA?
12
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1. Define Context and controls
14

Legal and technical control measures

Personal data and their supporting assets

Processing system and its purpose
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2. Perform Risk Assessment
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Presentation of the risks 

Assessment (severity, likelihood, scale)

Definition of the Threats: how?

Definition of the Feared Events: what?

Definition of Risk Sources: who? Why?
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Risk Sources (some hints)
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¨ Risk Sources related to the data controller (data controller itself, 
its employees, sub-contactors, etc.)

¨ Risk Sources related to the data subject (relatives, friends, 
neighbour, colleague, employer, bank, insurance company, etc.)

¨ Risk Sources related to the states (intelligence agencies, law 
enforcement agencies, administrations, etc.)

¨ Generic Risk Sources (advertisement industry, data brokers, 
hackers, robbers, blackmailers, etc.) 
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Risk Source capacities  
(important to evaluate risk likehood)
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¨ Access to the supporting assets 
¨ Resources (tools, computational power, expertise, etc.)
¨ Background knowledge (any auxiliary knowledge useful to 

breach the privacy of the subjects)
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Feared Events
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¨ Illegitimate Access to Data:
¤ Anticipated collection/use of personal data: the Risk Source is “passive”, 

it only collects (or gets access to) the data that it is supposed to collect 
without trying to collect more data or perform any actions beyond the 
declared purpose.

¤ Unanticipated use of personal data (secondary usage): the Risk Source 
is “active”, it might try to collect more data than expected or process 
collected data beyond the declared purpose.

¤ Unanticipated disclosure of personal data to a third party. The Risk 
Source is “active” and might share the collected data with a third party.

¨ Unwanted Modification of personal data:
¨ Data disappearance:
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Feared Events attributes (some hints)
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¤ Motivation: characterizes the incentives (e.g. financial gains) 
of the Risk Source to perpetrate the Feared Event balanced 
with the potential disincentives (loss of trust, damage to 
reputation, etc.).

¤ Severity of Privacy Impacts: can be drawn from a catalogue of 
standard impacts (e.g. CNIL).

¤ List of associated Threats: different ways to bring about a 
Feared Event + likehood.

¤ Likelihood: probability that a user may be concerned by the 
Fear Event. The Likelihood of a Feared Event is derived from 
the Likelihoods and Scales of the associated Threats.
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Motivation 
(important to evaluate likehood)
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Privacy Impact (from CNIL)
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¨ Physical Impact
¤ Ex: Permanent impairment of physical integrity

¨ Material
¤ Ex: Blocked online services account (e.g. games, 

administration
¨ Moral

¤ Ex: Feeling of invasion of privacy …
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Privacy Impact: example…
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Presentation of the Risks
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3. Decision Phase
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Address the Risks
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¨ If some risks are too high, address them by 
providing some organizational or technical 
solutions.
¤ Improve control
¤ Use Anonymization/Encryption
¤ Distribute storage
¤ Drop some processing
¤ Privacy-by-design
¤ …
¤ Go back to Step2: 
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More information?
https://www.cnil.fr/en/privacy-impact-assessment-pia

26



27

TP- The CNIL PIA tool
27

The CNIL guidelines (very useful)
¤ Methodology:

n https://www.cnil.fr/sites/default/files/typo/document/CNIL-PIA-1-
Methodology.pdf

¤ Tools:
n https://www.cnil.fr/sites/default/files/typo/document/CNIL-PIA-2-

Tools.pdf

The Cnil Tool:
¨ https://www.cnil.fr/en/open-source-pia-software-helps-carry-out-data-

protection-impact-assesment

https://www.cnil.fr/sites/default/files/typo/document/CNIL-PIA-1-Methodology.pdf
https://www.cnil.fr/en/open-source-pia-software-helps-carry-out-data-protection-impact-assesment
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Project
28

Case#1: Driving Skill Monitor
¨You want to develop an app that would help users to monitor and 
analyze the driving quality by using the accelerometer (G-sensor) of their 
smartphone. This will help users determine if their driving is good or bad, 
helping them improving their driving skills. 

¤ Collect name, location, speed, acceleration from gps, accelerator
¤ Generate a score.
¤ Provide advices to improve score.
¤ See for example: DrisSMo- Driving Skill Monotor

n https://www.youtube.com/watch?v=vX3nVRZ8UAA
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Project
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Case#2: Fitness App
¨ An company want to deploy an App that monitor your physical activities to 

suggest advices on how to improve your health
¤ Collect physical activities from gps + acceleration information (how long your

walk, run, sleep,…)
¤ Compute a fitness score and propose advices
¤ Propose you to share the information on your favorate social network
¤ See Google Fit app:

n https://play.google.com/store/apps/details?id=com.google.android.apps.fitness
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Project
30

Case#3: Sleep Monitoring App

¨Sleep Time provides insight into your sleep patterns.
By tracking your level of movement throughout the night,
Sleep Time generates customized sleep data in easy-to-read 
charts.

¨Azumio Sleep Time: 
http://www.azumio.com/s/sleeptime/index.html
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Project
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Case#4: Select your favorite app!
TousAntiCovid, Deliveroo, uber, Airbnb, AliceM,…
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What to do:
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¨ 1. Form a group of 4-5 students (send me a email with list of the 
students today)

¨ 2. Describe the App. (max 4 pages)
¤ Which data are collected, with which accuracy, when, how often?
¤ Do you implement data minimization? 
¤ Where are they store store, how are they stored, who can get 

access to them? How are they processed? How are they deleted?
¤ How do get users’ consent?
¤ How do you implement users’ rights (right to access, modify, 

delete)?
¤ How do you implement privacy-by-design?
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What to do (2):
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¨ 3. Perform a PIA. using CNIL tool
¤ You are the editor and reviewer
¤ I will be the validator.

¨ 4. Make a Presentation (15-20 min.) on XX of your work

¨ 5. Send me (claude.castelluccia@inria) before the presentation
¤ Your description of the app. (max 4 pages)
¤ Your PIA (json file)
¤ Your Class presentation (pdf).

¨ 6.You’ll get a mark for the project

mailto:claude.castelluccia@inria)
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CNIL PIA Tool Tutorial
34

https://www.youtube.com/watch?v=-SdA9L4j0a8&feature=youtu.be

https://www.youtube.com/watch?v=-SdA9L4j0a8&feature=youtu.be

