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Abstract:

The IETF Mobile IPv6 protocolhasbeendeveloppedio manageglobal (macro)mobility. It is
notadaptedo local (micro) mobility sinceit doesnot supportary kind of hierarchy

This report presentsa hierarchicalprotocol, built on top of Mobile IPv6, that separatesocal
mobility (within asite)from globalmobility (acrossites)management.ocalhandofs aremanaged
locally andtransparentlyto a mobile node’correspondertostswhile global mobility is managed
with Mobile IPv6. Our schemeis flexible (several levels canbe used),scalable interworks with
Mobile IPv6 andcanbe deployedgradually
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Mobile IPv6 Hiérarchique

Résune:

Le protocoleMobile IPv6 de 'IETF permetde gérerla mobilité globaledesutilisateursdans
I'Internet. Ce protocoleestmal adapé ala gestiondela micro-mobilité cargérereunesignalisation
importante Cerapportprésentaun protocolede gestiondela mobilité hieérarchiquebas surMobile
IPv6, pourl'Internet de demain. Ce protocoleséparela gestionde la mobilité locale (a I'int &rieur
d’'un site) de celle dela mobilité globale(entresites).La mobilité localeestgéréelocalementlors
guela mobilité globaleestgéré par Mobile IPv6. Notre approchessttresflexible, compatibleavec
la solutionMobile IPv6 del'lETF etpeutétredéployéedansl’Internet progressiement.

Mots-clé: Mobilité, Mobile IP, IPv6, Internet
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1 Intr oduction

InternetMobile usersrequirespecialsupportto maintainconnectvity asthey changetheir point-of-
attachment.This supportshouldprovide performancedranspareng to mobile usersandshouldbe
scalable Providing performancéransparengmeanghathigherlevel protocolsshouldbeunafected
by the additionof mobility support.Issuesthat may affect performancdranspareng are optimum
routing of paclketsto andfrom mobile nodesand efficient network transitionprocedureg5]. The
mobility supportshouldbe scalablein the sensehatit shouldkeepproviding goodperformanceo
mobile usersand shouldkeepthe network load low asthe network grows andthe numberof mo-
bile nodeincreases.This scalabilityissueis a very importantonein the context of a still growing
worldwide network suchasthe Internet. The IETF Mobile IPv6 proposalwhich providesa mobi-
lity managemergchemedor the Internet,doesnot completelymeetthesedesigngoals. Whereast
providesperformancdranspareng we arguethat Mobile IPv6 is not scalable.In Mobile IPv6, a
mobile nodesendsalocationupdateto eachof its correspondemodesperiodicallyandatary time
it changests point-of-attachment.The resultingsignalingand processingoad may becomevery
significantasthe numberof mobile nodesincreasesThis limitation is the resultof the lack of hie-
rarchyin the mobility managemenprocedure®f Mobile IPv6. In fact, Mobile IPv6 handlegglobal
areamobility andlocal areamobility identically. Since69% of a users mobility is local [4] 1, we
believe thata hierarchicalchemehatseparatemicro-mobility from macro-mobilityis preferable.

In this paper we presenta hierarchicalmobility managemenarchitecturefor IPv6. The pro-
posedschemewhich is fully compatiblewith the IETF solution, differentiatesglobal (inter-site)
mobility managementrom local (intra-site)mobility managementCorrespondentostsare only
awareof inter-site movesof mobile hosts.Local mobility, i.e. within a site,is managedocally and
transparentlyo the site’s externalhosts.

This paperis structuredasfollows. Section2 presentdviobile IPv6 very briefly. Section3 des-
cribesour hierarchicaimobility managemerproposal.lt first providesanoverview of the proposed
schemeandthengoesinto more detail of the protocol. Section4 comparesandanalyseshe per
formanceof Mobile IPv6 and our proposal. Routing, transitionand scalability performancesre
consideredSection5 presentsherelatedwork. Section6 concludeghe paper

2 ThelETF Mobile IPv6

The Mobile IPv6 protocolis currentlybeingspecifiedoy the IETF IP Routingfor Wireless/Mobile
hostsworking group[3]. With Mobile IPv6,eachtime themobilehost(MH) movesfrom onesubnet
to anotherit getsa new care-ofaddress(CoA). It thenregistersits Binding (associatiorbetweena
mobile nodes homeaddressandits care-ofaddress)wvith a routerin its homesubnet,requesting
this routerto actasthe homeagent(HA) for themobile host. This routerrecordsthis bindingin its
Binding Cache. At this point, the HA senesasa proxy for the MH until the MH’ s binding entry
expires. The HA interceptsary pacletsaddressedo the MH’s homeaddressandtunnelsthemto
the MH’s care-ofaddresausingIPv6 encapsulationThe MH sendsalsoa Binding Update(BU) to

1This study examinedthe mobility patternsof professionalgegardlessof whetherthey were equippedwith portable
devicesor not.
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4 C. Castelluccia

its correspondertiosts(CHs), which canthensendpacletsdirectly to the MH. While this protocol
optimizestherouting of paclketsto MHs, it is not scalable.As the numberof MHs increasesn the
Internetthenumberof BUsincreaseproportionallyandaddsasignificantextraloadto the network.

3 A Hierarchical Mobility ManagementAr chitecture

Mobile IPv6 handleslocal mobility of a host(i.e. within a site or a network) in the sameway as
it handlesglobal mobility (inter-site or inter-network mobility). In Mobile IP, a mobile hostsends
binding updatesto its homeagentandits correspondenhodeseachtime it changests point-of-
attachmentegardlessof the locality and amplitudeof its movement. As a consequencéhe same
level of signalingload is introducedin the Internetindependentlyof the users mobility pattern.
We amguethat this approachis not scalablesincethe generatedsignalingload can becomequite
overwhelmingasthe numberof mobile hostsincreasesn the Internet.

We believe that a hierarchicalschemehat differentiatedocal mobility from global mobility is
more appropriateto the Internet. Using sucha hierarchicalapproachhasat leasttwo adwantages.
First, it improveshandof performancesincelocal handofs are performediocally. This increases
the handof speedand minimizesthe loss of pacletsthat may occur during transitions. Second,
it significantlyreduceshe mobility managemensignalingload on the Internetsincethe signaling
messagesorrespondingo local movesdo not crossthe whole Internetbut stay confinedto the
site. This hierarchyis furthermoremotivatedby the significantgeographidocality in usermobility
patterns.Accordingto the studypresentedn [4], 69% of a users mobility is within its homesite
(within its building andcampus) We believe thatthis resultcanbe extrapolatedy statingthatmost
of a users mobility is local i.e. within its homesite or the foreignssiteit is visiting. It is therefore
importantto designa mobility managemenrdrchitecturehatoptimizeslocal mobility.

We proposea hierarchicalarchitecturehat separatetocal mobility (within a site) from global
mobility.

3.1 Protocol Overview

Our proposaldifferentiateshe intra-sitemobility from the inter-site mobility. As a result,a host
communicatingvith a mobile hostis only awareof its inter-site mobility. The mobile hosts intra-

site mobility is completelyhidden. In this paper we definea site asthe the highestlevel of our

hierarchicalrchitectureA siteis actuallyanarbitrarystructure It canbeanISPnetwork, acampus
network, acompaly network, asetof LANs or evenasingleLAN. A siteis connectedo therestof

thelnternetvia oneor severalinterconnectiomoutersthatwe call Border Routes (BR) in therestof

thisdocument.

Our proposalis basedon the deploymentof Mobility Networks(MN). A MN of a siteis a LAN
that definesan addressspacefor the mobile hostsroamingwithin this site. A Mobility Network
containsone or several Mobility Agents A Mobility Agent? (MA) is a router of the Mobility
Network that maintainsa binding per mobile hostscurrentlyvisiting the site. Note thatthereis no

2TheMobility Agentconcepiis very similarto the HomeAgentconcept.
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6 C. Castelluccia

constrainton the physicallocationof the Mobility Network. However for efficiencgy reasonsit is
preferableto conneciit to the border router of the network thatit is serving. The mobility Network
canactuallybe ary sub-netverk of the site. It doesnot have to be dedicatedo mobile hostsbut
insteadcansupportordinary(fixed) hosts.

Deploying a Mobility Agentin a separatéMobility Network insteadof implementingit on the
BR hastwo mainadwantages.First, it doesnot requireany modificationto the routersandis the-
reforeeasierto deploy. Second,t is morescalablesince(1) it doesnot addadditionalprocessing
constrainton the BR and(2), aswe will describein Section3.3, several MAs could be deployed
for scalabilityand/orrobustnessnotivations. However the MA canbeimplementedvithin the BR
if thisis desirable.

The main operationsof the proposedorotocolarethe following (all abbreviationsusedin this
descriptiorarerecalledin tablel for clarity.):

¢ Inter-site mobility: Whena mobile hostentersinto a new site, it getstwo CoAs: a Private(or
Physical)Care-ofAddress(PCoA),whichis a CoA onthelink it is attachedo, anda Virtual
Care-of Address(VCoA), which is a CoA in the Mobility Network of the site (notethatin
Mobile IPv6 only the PCoAis required.).

Themobile hostthensendssomeBUSs. It sends:

— aBU 3 thatspecifieshe binding betweerits VCoAandits PCoAto the site MA. Upon
receptionof this BU, the MA performsadmissioncontrol suchas authenticatiorand
chaging. If the requests acceptedan acknavledgements sentbackto the MH. The
issuesf authenticatiorandbilling arebeyondthe scopeof thisreport.

— aBU that specifiegthe binding betweenits homeaddressandits VCoAto its HA and
eachof its externalCHs(i.e. CHsthatareoutsideof thesite).

— a BU that specifiesthe binding betweenits homeaddressandits PCoAto eachof its
local CHs(i.e. CHsthatarewithin thesite).

As aresult,

— An externalhostthat sendspaclketsto the mobile hostusesits VCoA Packetsarethen
routedto the Mobility Network of thevisitedsite,interceptedy the Mobility Agentand
forwarded(tunneled)o the currentPCoAof the MH.

— A localhostthatsendgaclketsto themobilehostusests PCoA Packetsarethendirectly
deliveredto the mobile host.

e Intra-sitemobility: Whena mobile hostmoveswithin thesite,it getsanewv PCoAonits new
point-ofattachmentTheVCoAremainsconstantaislong asthemobilehostis roaminglocally.
Themobile hostthensendshe following BU:

— aBU thatspecifieghe binding betweenits homeaddressandits nev PCoAto eachof
its local CHs (i.e. CHsthatarewithin thesite).

3The’Acknowledge’bit (A’ bit) mustbeset.

INRIA



A Hierarchical Mobile IPv6 Proposal 7

MH Mobile Host
CH Corresponderitiost
MA Mobility Agent
BU Binding Update
CoA Careof Address

VCoA | Virtual Careof Address
PCoA | PhysicalCareof Address
MN Mobility Network

Tablel: Abbreviations

— aBU thatspecifieghe bindingbetweents VCoAandits new PCoAto the site Mobility
Agent.

Note that during intra-site mobility, no BU is senton the Internetand that transitionsare
performedocally. Figuresl and? illustratethe Inter-siteandIntra-sitemobility operations.

3.2 Protocol Details

Ourproposakanactuallybeextendedo usesererallevelsof hierarchypersite. In fact,if necessary
a site canbe split into severallevels of hierarchywhich maythemselesbe sub-dvidedandsoon.
A Mobility Networkis thendeployedin eachlevel of the hierarchy This Mobility Networks are
structuredfollowing the samehierarchyof the site, i.e. the Mobility Network that manageshe
whole siteis at thetop of the tree,followed by the Mobility Networks of the lower hierarchylevel
andsoonuntil thelowestlevels.

A mobilehostroamingwithin a Site getsa VCoAin eachMN of theMNs’ treefrom its current
point-of attachmento thetop MN. EachMA of theseMNs keepsa bindingbetweerthe VCoA of
theMH in its MN andthe MH’s VCoA in the next-lower MN. Whenanexternal CH sendsa paclet
to the MH, it usesits VCoA in thetop MN, i.e. VCoA;. The pacletis thendeliveredto the top
MN, interceptedoy the MA, encapsulatetb the MH's VCoA,. The MA of the secondhodeMN
interceptghe paclet, decapsulateis to the MH' s VCoAs...

In the exampleof Figure 3, the siteis decomposeihto 2 sub-sitesS, and .S;. M N; manages
local mobility of hostsbetweenS, and S3. M N, managedocal mobility within Sy while M N3
managesocal mobility within Ss.

In the restof this section,we detail the proposedmobility managemenprotocol with several
levelsof hierarchy This descriptionis dividedinto threeparts: (1) theregistration, (2) the MN and
Mobility AgentsDiscovery, and(3) the padet deliveryphases

RT n° 0226



8 C. Castelluccia

Figure3: SiteHierarchy

3.2.1 Registration Phase

In ourproposalaMH getsseveral(V)CoAs (insteadf onesingleCoA asin Mobile IP) andregisters
eachof themwith its mobility agentsandpossiblywith its CHsandHA®. This registrationphase
differsin local (intra-site)andglobal (inter-site) mobility.

e Intra-site Mobility

Whenthe mobile hostmoveslocally (i.e. within thesite), it needgo find out the lowestMN
in the branchfrom its currentlocationto thetop MN thathaschanged Thisis performedby
comparingeachMN of the branchconnectinghetop MN to its previouspoint-of attachment
with the MNs adwertisedin the Mobility Agent Information Option of the routeradwertise-
ments.If [ is therankof thelowestnode(therankof thetop MN is one)and N the numberof
MNs onthe new branch the Mobile hostperformsthefollowing operations:

— it getsanew VCOA in eachMN from M N; to M Ny (we note M N;, the MN of rank
in thebranchfrom thetop MN to themobile host’s point-of attachmentvith A/ N; being
thetop MN),

— it getsanew PCoAonthelink,

4As with the regular Mobile IPv6, a mobile hostrequiresthe serviceof a homeagentin its homenetwork. This HA
interceptyacletsaddressetb the MH andforwardsthemtowardthe MH’s currentV CoA; .

INRIA



A Hierarchical Mobile IPv6 Proposal 9

it registersthe (VCoA;_1,VCoA;) bindingwith M A;_,, for i goingfrom [ to N (we
note M A; the mobility agentof M N; andV CoA; the (Virtual) Care-ofAddressof the
MH in M N;),

it registersthe (VCoAn, PCoA) bindingwith M Ay,
it registersthe (HomeAddress, PCoA) bindingwith its local CHS>.

TheMobility Agentsmust,asthe HomeAgentin Mobile IPv6, acknavledgethe receptionof
the Bindingscomingfrom the MH. Consequentlythe BUs sentby the MHs to the MAs must
have the’acknowledge’bit setto 1.

e Inter-site Mobility

Whenthemobilehostmovesglobally (i.e. it entersanto anew site),the Mobile hostperforms
thefollowing operations:

it getsanew VCOA in eachMN from M Ny to M Ny,

it getsanew PCOA,

it registersthe (VCoA;_1,VCoA;) bindingwith M A; , fori goingfrom1to N,

it registersthe (VCoAn, PCoA) bindingwith M Ay,

it registersthe (HomeAddress, PCoA) bindingwith its local CHs(i.e. within thesite),
it registersthe (HomeAddress, VCoA;) bindingwith its distantCHs (i.e. externalto

thesite)andHomeAgent.

Note that Binding Updatesare only sentoutsideof the site (to the Home Agent and distant
CorrespondenHosts),whenthe mobilehostmovesfrom onesite to another As a result,the local
signalingload (i.e.within thesite)is reducedsinceBUs are only sentlocally whena MH is roaming
within a site

3.2.2 Mobility Networks and Mobility AgentsDiscovery

To performthe previousregistrationoperationsa mobile hostgetsthe following information:

o theprefixof thesite (this informationis usedby the mobile hostto definethe site boundary),

o thedepthofthehierarchyi.e. thenumberof Mobility Networksonthebranchfrom its current
point-of attachmento thetop MN,

e andfor eachMN on the branchto the top MN, its networkprefixand the IP addressof the
mobility agent

5The MH usesthe SitePrefixfield in thenew Mobility InformationOptionto differentiatethelocal CHsfrom the distant
ones(i.e. within thesite)

RT n° 0226



10 C. Castelluccia

This informationis adwertisedby a new option usedin the RouterAdvertisemenmessagesf
thelPv6 NeighborDiscovery[6]. Theformatof this option,calledthe Mobility InformationOption,
is presentedn AppendixA.

A mechanisnsimilar to the dynamichomeagentaddressDiscovery mechanisnof Mobile IPv6
couldbedefinedinstead.In this case the Mobile Hostwould senda Binding requesto the anycast
addres®f the MN andgetbackthe addres®f the mobility agent.

3.2.3 Packet Delivery

Whena distantcorrespondertiostsendsa paclket to a mobile host,it usesits VCoA;. Packetsare
thendeliveredto the MN of thelevel 1 hierarchyinterceptedy the Mobile hostmobility senerand
encapsulatetb theMH’s VCoA,. Themobility agentof theMH in thelevel 2’'s MN interceptghe
paclet, decapsulated andencapsulateto VCoAz. The pacletis thenforwardeddown until the
currentPCoA of the mobile host®.

Whena local CH sendsa pacletsto a MH, it usesits PCoA. Packetsaredirectly deliveredto
themobilehost.

When sendinga paclket, a mobile host setsthe sourcefield of the IP headerto its PCoA re-
gardlessvhetherits correspondentostis local, site-localor distantandincludesan HomeAddress
Option (asin Mobile IP) specifyingits Home Address.The useof the VCoA is avoidedto bypass
ingresdiltering.

3.3 Deploying Several Mobility Agentsper MN

Theproblemwith hierarchicascheme$7, 2] is thatthey usuallyuseatree-basedtructure.In these
proposalsthe mobility agentof the site mustkeeponeentry per mobile hostroaminglocally. We
believe that this structureis not scalableand that this mobility agentcan becomea performance
bottleneckasthe site grows and/orthe numberof mobile hostsincreases.

In our proposal,several MAs canbe deplogyedin a MN transparentlyto the CHs or the higher
MNs in thetreehierarchy Whena paclet addressetb a MH’s VCoA getsto the MN, the pacletis
interceptedy theMH’sMA. TheactualMA identityis notrevealedo thesourceof thepaclet. As a
result,MAs candynamicallybeduplicatedor exchangedransparentlyo the CHs. An administrator
wishingto reducethe MA processindoad of a MN canalsodeploy several MAs in this MN. Each
of theseMAs would thenbein chaigeof someof thelower networksin the MN hierarchybasedfor
example,on ageographicapartioningof the site. TheseMAs would thenbe adwertisedthroughthe
new Mobility InformationOptionin thelower networks...

Theduplicationof MAs is very usefulto sharethe load at the mobility agentgBU processing,
pacletforwardingandbindings’storage) This techniquds alsousefulto improve therobustnes®f
thesystem(if onemobility sener fails, only onepartof thesitewill becomeunreachable).

6Notethatinsteacf encapsulatingnddecapsulatingaclets,mobility agentgexceptfor thefirst one)canmerelychange
the sourceanddestinatioriP addressesf theencapsulating® header

INRIA



A Hierarchical Mobile IPv6 Proposal 11

3.4 The Multiple Border Routers Case

We proposén our schemeo deploy aMobility Network persiteandconnecit directly (if possible)
totheBorderRouter If asiteis connectedo theInternetthroughseveralBorderRouterghenseveral

Mobility Networksshouldbedeployedotherwisetheroutingof the pacletsreachinghesitethrough
a borderrouterthatis far from the mobility network would be suboptimal.Figure 4 illustratesthis

problem.All paclketsthatreachthe sitethroughBR- arefirst routedto M N andthenredirectedo

theMH’s currentPCoA.We suggesthefollowing algorithm:

¢ Thesitedeplo/s oneMobility Network perBorderRouter

o Eachof theseMNs, M N, is definedby two network prefixes: P and P,. The prefix P is
commonto all MNs and P, is specificto eachof them.

¢ A mobilehostroamingwithin thesiteconfigurests V C'oA usingtheprefix P andregistersits
Binding (PCo0A,V CoA) with aMobility agentof eachmobility network (theaddressesf the
mobility agentswhich prefix is P,, areobtainedvia the Mobility InformationOptionwhich
hasto be extendedfor this purpose SeeAppendixB for moredetailaboutthis new option.).

e Eachborderrouteris configuredto route pacletswith a destinationaddresselongingto the
sub-netvork definedby the prefix P to the MN directly attached.

As aresultof this algorithm, whena paclet addressedo a mobile hostwith address’"CoA
reachesa borderrouter of the site, it is routedto the closestMobility Network, interceptedoy the
mobility agentandforwardedto the currentPCo A of the mobile host(seeFigure5).

Notethatif asite containsseveral levels of hierarchywhich eachhasseveral borderrouters,a
mobilehostroamingin the site mustregistera Binding Updatewith borderroutersof eachhierarchy
level from its currentpoint of attachmento the hierarchytop level. This hastwo consequence®r
highly connecteditesthatcontainmary levelsof hierarchy:(1) thesizeof therouteradwertisement
messagewhich containsthe list of MAs the mobile hostmustregisterwith canbe large (the size
of an Extendedinformation Option, S, is (28 + (12 + 16*n)*m) byteswheren is the numberof
BR perlevel andn the numberof levels. If n=2 andm=2thenS=116bytes,if n=4 andm=10then
S=788hytes),and(2) the local (i.e. within the site) signalingload, generatedy the emissionof
the BUs can be significant. As a result,we proposeto make this multi-BR registrationextension
optionalfor theselarge sites. Routersonly adwertiseone MA perlevel usingthe regular Mobility
Information Option. However if necessarya mobile hostmay obtainthe completelist of MAs by
sendinga solicitationmessagéo the local router Uponreceptionof this solicitationmessagethe
routerreturnsa routeradwertisementvith an ExtendedMobility Informationoption containingthe
list of all MAs the MH shouldregisterwith.

4 Comparisonand Evaluation

In this sectionwe comparethe performanceof our proposaland Mobile IPv6. Whencomparing
the performanceof differentmobility managemenschemesseveral factorshave to be taken into
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Figure4: The Multiple BorderRoutersCase:the problem
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Figure5: The Multiple BorderRoutersCase:the solution
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A Hierarchical Mobile IPv6 Proposal 13

considerationAmongtheseactorsthreeareparticularlyimportant{5]:(1) Theroutingperformance
of theschemesi.e. whatis the extra lateng introducedby eachof the schemes(2) Thetransition
performanceof the schemesi.e. how fastarethe transitionphasegerformed.(3) The scalability
propertyof the schemesi.e. haw do the schemedehae asthe network grows andthe numberof
mobilehostsincreases.

4.1 Routing and Transition Performance

Theroutingandtransitionperformancesf bothschemesrequite similar.

With mobile IP, theroutingis optimum,i.e pacletsfollow the shortespathfrom the CHsto the
MH, exceptfor thefirst packetswhich have to go throughthe mobile hosts homeagent. With our
hierarchicalMobile IP, anextra indirectionthroughthe MA is required.We believe thatthe costof
thisindirectionis smallespeciallyif the mobility agentis closeto theborderrouterassuggested.

Handofs areperformedocally in both proposals.In our proposallocal handofs aremanaged
within the site. In Mobile IPv6, while locationupdateshave to crossthe whole Internetto reach
the mobile host correspondenhodes,a mechanisimis provided to smoothout transitions. After
switchingto a new default router a mobile nodemay senda Binding Updateto its previousdefault
router, askinghim to redirectall incomingpacletsto its new Care-ofAddress.

4.2 Scalability Performance

Themainperformancalifferencebetweerthe comparedapproachesesidesn their scalabilitypro-
perty. Thescalabilitypropertyof a protocolcanbe evaluatedn termsof its overheadyrowth onthe
Internetwith the sizeof the Internet,the numberof mobile hostsandthe numberof correspondent
nodes.

Oneof the mostimportantcriteriathataffectsthe scalabilitypropertyof amobility management
schemss its signalingload, i.e. the bandwidthusedby the controlmessagessuchasthe Binding
Updatesto supportmobility.

In this sectionwe comparethesignalingloadof Mobile IPv6 with thesignalingloadintroduced
with our proposalon the Internetbackbongwe do not considerthe local signalingload sincethey
arecomparabldor bothschemesndwe arguethatlocal resourcas notthe mostcritical).

We evaluate for eachof theseschemesthe aggreyatedsignalingload bandwidthconsumedn
the Internet. This aggregatedbandwidthis independentf the numberof nodesthat the Binding
Updateshave to crossuntil their destinationsbut rathercorrespondso the signalingbandwidthon
onelink. In this evaluation,we differentiatethreetypesof mobility: (1) local mobility of a host
within its homesite, (2) local mobility of a hostwithin aforeignsite,and(3) inter-site mobility of a
host. We thenevaluatethe averagesignalingload over thesethreemobility patterns.

Binding Update EmissionFrequency

The signalingload of a schemedependdirectly on the Binding UpdateEmissionFrequenyg. Ac-
cordingto [3], amobilehostsendsa Binding Updateto:

RT n° 0226



14 C. Castelluccia
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e its HomeAgent, eachtime it changests point-of attachmen{the HA mustacknavledgethis
BU). We denotefg 4 the Binding Updateemissionfrequeng from the mobile hostto its
HomeAgent.

e eachof its correspondenhosts eachtime it changests point-of attachmentnd then per
iodically to refreshthe correspondingacheentries. After sendingM consecutie Binding
Updatesat a frequeng of fp to a particularnodewith the samecare-ofaddressthe mo-
bile nodeshouldreduceits frequeng of sendingBinding Updateso thatnodeto frer. We
denotefo g theaverageBinding Updateemissionfrequeny from the mobile hostto its Cor-
respondenHosts.

The emissionfrequenciesf a Binding Update, fg 4 and fo g, aredependenbn the mobility
frequengy of ahost, farov, andtherefreshfrequenciesggr and fs. They aredefinedasfollows:

Foa = { ([frer/fuov] +1) x fuov  if freEr > fuov
HA 2 X fyov if fmov > frer

M x fmov if 1/M x fg > fmov > frer
(IfB/ frmovl) x fuov if (fmov >1/M x fg > frEr)

Figure6 displaysfm 4 and fc g asafunctionof farov with fg = 1, frer = 1/60andM = 5.

([frer/fmov] + (M —1)) x fmov  if freEr > fmov
fem =

INRIA



A Hierarchical Mobile IPv6 Proposal 15

Local Mobility within the Home Site

Whena mobile host,usingMobile IPv6, is moving within its homesite, it sendsa Binding Update
to eachof its externalcorrespondentodesat a frequeng of fog. If our hierarchicalproposalis
usedtwo casesarepossible:

1. the Virtual Care-of Addressof the MH is advertisedn the DomainNameServer(insteadof
its homeaddress) As aresult,no binding hasto be senton the Internetaslong asthe mobile
homeis roamingwithin its homesite.

2. the homeaddressof the mobile hostis advertisedn the DNS (asin Mobile IP). As aresult,
themobile hosthasto senda Binding Updateto eachof its externalcorrespondentodesata
frequeny of frer.

We recommendusing the first solution sinceit is more scalableand hasthe nice property of
hiding mobility of usersghatareroamingwithin theirhomesite. We considetthis solutionin therest
of thisanalysis.

Thesignalingbandwidthrespectiely generatetby Mobile IP onthelnternet,BWgsra_mrp, home
andby our proposal BWgsra_mm1p, home, whenaMH is roamingwithin its homesite,aredefined
asfollows:

BWsig.m1Phome = Sizepy X fom X #CH

BWsra_.amiphome = 0.

whereSizepy ' is thesizeof aBinding Updateand#C H is thenumberof corresponderttosts
thatarenotin thehomesite.

Local Mobility within a Foreign Site

Whena mobile host,usingMobile IPv6, is moving within a foreignsite, it sendsa Binding Update
to eachof its correspondenmodesandto its homeagentat a frequeng equalto fcg and fg4. If
ourproposais usedthemobilehostonly sendsa Binding Updateto eachof its correspondemntodes
andto its homeagentatafrequeng respectiely equalto therefreshfrequeng, freqrer.

As aresult, BWsia_mip,foreign aNdBWsi1G_aMIP,foreign aredefinedasfollows:

BWsra.m1P,foreign = Sizepy X (fom X (#CH + 1) + fra)

BWsia_HMIP,foreign = Sizepy X frer X (#CH + 1)

"Thesizeof aBU is equalto the sizeof anIPv6 header(40 bytes)+ the sizeof a Binding UpdateExtensionHeader(28
bytes),s068 bytes.A Binding Updatecansometime®e appendedo anoutgoingpaclet. Thesizeof theBU is thenreduced
to the sizeof a Binding UpdateExtensionHeader
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Ghome 1.0

Gforeign (#CH X (fCH — fREF) + (fHA - fRE'F))/(fCH X #CH + fHA)
Gtransit 0

Gav 0.69 + 0.31a x (#CH X% (fcw — frer) + (fua — frEF))/(focu X #CH + fua)

Table2: Gainsof HMIP over MIP

Inter -Site Mobility

The signalingbandwidthintroducedon the Internetwhena mobile nodeis transitingfrom onesite
to anotheris the samein both schemesThe mobile hostsendsa Binding Updateto its homeagent
(andrecevesan acknavledgment)and M Binding Updatesto eachof its external correspondent
hosts.Therefore, BW s, transit 1S definedasfollows:

BWSIG’,transit = SizeBU X (M X #CH + 2)

where#C H is thenumberof externalcorrespondertiostsof the mobile host.

Analysis of the Results

In this sectionwe evaluate for eachof themobility patternsthe gainachievedby our proposabver
Mobile IPv6. We note Gom. the gainwhenthe hostis roamingwithin its homesite, G ¢oreigrn the
gainwhenthehostis roamingwithin aforeignsite,andG;,...i: thegainwhenthehostis transiting
from onesiteto another G, (with Y= homeor foreign),andG',qn.i+ aredefinedasfollows:

Gy = (BWsre.mip,y — BWsric_amipy)/BWsric.mrpy

Giransit = (BWsrg_m1piransit — BWsra_mMmipiransit) | BWsi1a_mipiransit

We alsoevaluateG 4y the ponderedaverageof Grome, G foreign @NdGirqnsit. By makinguse
of theresultsestablishedn [4] that69% of a host's mobility is local, G 4y is definedasfollows:

GAV =0.69 x Ghome +0.31 x (Oé X Gforeign + /3 X Gtransit)

wherea + 3 =1, = (N — 1)/N and = 1/N, N beingthe averagenumberof different
points-ofattachmenthata mobile hostgetswithin a site beforemoving to anothersite.

a andg characterizethemobility patternof amobile hostoutsideof its homesite. o defineshe
intra-siteversusnter-site mobility ratio of amobilehost. A large 3 meanshatthehostis frequently
changingsites. A large a meansthat the hostis mainly roamingwithin a site andbarely changes
sites.For example, ana of 0.9 meanghatthe mobile hostchangesin average 10 timesits point-of
attachmenwithin a site beforemoving to anothersite.

The gainscomputedirom the previousresultsare presentedn thetable2. Theseresultsshov
that:
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e Thegainof our hierarchicalMobile IP over Mobile IP whena Mobile Hostis roamingwithin
its homesiteis 100%sinceour proposaldoesnot sentary BU overthelnternet.

e Thegainof our schemds 0% duringinter-sitemobility. In fact,duringinter-sitemobility our
proposabehaesexactly asMobile IP.

e The gain of our proposalduring local mobility within a foreign site is a function of #CH,
fcu, fra and frer. Figure 8 plots the gain Gforeign @s fuov variesfrom 0 to 0.4
moves/secondbr seseralvaluesof frrr (1/600,1/60and1/10). Theseplotsshaw that:

— thegain, G ¢oreign, getslargeras fregyrov increasegit actuallycorvergesto 100%as
fmov getscloseto 100%).Our proposabvoidstheemissiorof BU onthelnternetwhen
the mobile hostis roaminglocally but doesnot avoid the emissionof the refreshBUs
sentperiodically As aresult,whena mobile hostis not moving frequently(freqarov
is low), mostof the signalingloadis generatedy the refreshbinding updatesandthe
gainof our proposais low. As freqyov increaseshenumberof BUs generatedby the
MH’s mobility increasesndconsequentlyhe gainachiezedby our solutiongetslarger.

— the gain, Gforeign, is larger for smallervaluesof frgr. The gainincreasesjuickly
for farov betweern0 and frer andthenstabilizesaround1.0. This behavior is better
explainedby analyzingthe signalingbandwidthgeneratedy Mobile IP (seeFigure7).
The bandwidthincreaseswith a rate of [ frer/fmov] When farov is smallerthan
frer. frer beingfixed,thisrategetslargeras fy;ov getscloserto 0. When fyovy is
largerthanfr g r but smallerthanl/M x fp (0.2 paclets/sec.)thebandwidthincreases
linearly with arateof M (5 paclets).Finally when fysov is largerthanl/M x fg, the
bandwidthis moreor lessconstantindequalsto fg (1 paclet/sec.).

e Theaverageagainis alwayslargerthan69%andcornvergesto 1.0as farov getslarger. Figure9
displaysG ay for severalvaluesof « (1.0,0.5,0.1). Whena = 1.0, the gaincorvergesto
100%sincethereis no costdueto intra-sitemobility. Whena = 0.5, the gain corvergesto
85% while whena = 0.1, the gain corvergesto 72%. The averagegainis largerfor larger
a. In factfor large «, therelative costof theinter-site mobility is smallcomparedo thegain
achievedduringlocal mobility.

5 RelatedWork

Caceresandal. have proposeda hierarchicaimobility schemebasedon Mobile IPv4 thatseparates
threecases local mobility, mobility within anadministratve domainandglobalmobility [2]. This
proposahasbeenmadein the context of Mobile IPv4 which usesforeignagentsagentghatmobile
hostsconnectio whenthey visit aforeignnetwork. [2] definesa hierarchyof foreignagentsin this
proposal.eachsubnetthata mobile nodecouldvisit hasoneor moresubnetforeign agentswhich
manageocal mobility. On top of thosesubnetforeign agents,a domainforeign agentmanages
mobility acrossthe differentsubnetsof an administratve domain. The mobile nodes homeagent
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only keepstrack of the movementof the mobile nodeacrossadministratve domainboundariesAs
aresult,themobile nodes motionwithin anadministratve domainis transparento the homeagent
andits correspondentodes.CharlesPerkinsdefinesanarchitecturghatusesa hierarchyof Foreign
Agentsto reducethe signalingload[7]. This proposalin very similar to the Caceres onebut the
authorgoesinto muchmoredetailin the protocolspecification.In this solution, FAs arearranged
hierarchically asa tree, in the site topology, and the mobile nodeis then allowed to move from
onelocal areaof the sitetopologyto anotheronewithout requiringapproral by or re-bindingat the
homeagent(or correspondertosts).A siteis decomposeth sub-netwarksthatmaythemselesbe
decompose@dndsoon. Whena mobile nodemovesto a new point of attachmentijt searcheshe
lowestlevel of the hierarchyin the new list of FAs (this list is adwertisedby the lowestFA through
AgentAdvertisements)which hasa differentcare-ofaddresof its previouslist of FAs, andthenit
notifiestheforeignagentatthe next-higherlevel of the hierarchyaboutthe differentcare-ofaddress.
This is doneby the new RegistrationRequesimessagecalledthe Regional RegistrationRequest
message.This requestis then forwardedto the next-higherlevel of hierarchyand a Registration
Reply is returnedto the MH. Whenthe foreign agentreceivesthe Requesfrom the mobile node,
it mustpassthe Requestalongto its next nearestancestotin the hierarchyalongthe way to the
agentlistedasthe HomeAgent. In this way, eachforeignagentin the hierarchybetweerthemobile
nodeandthe homeagentwill be ableto maintaina binding for the mobile node. Similarly, Site
RagistrationRepliesare passediown from onelevel of the hierarchyto the next alongthe way to
the mobile node,so that eachforeign agentcan determinethe statusof the correspondingnobile
node.Packetsarriving atthetop of the hierarchywill be forwardeddown to the currentlocationof
themobilenode.
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Our proposahasa lot of similaritieswith the solutionsdescribedabore. However our proposal
takesadvantageof the IPv6 new functionalitiesto provide a solutionthatis morerobust, scalable
andflexible. The Caceres andPerkinss approachessetheagentadwertisemenatthelowestlevel
to adwertisethe FA hierarchyto the mobile host. Thisimposeghata FA bedeployedin eachsubnet
thathostsmobile nodes.We believe this is a very strongdesignconstraint.By usingthe Neighbor
Discovery mechanismsye do notimposeary constrainton the locationof the Mobility Agent. We
arguethatour proposais:

e easierto deploy: The proposedsolutioncanbe implementedwith the currentMobile IPv6
protocolwithout modifications.It only requiresthe definition of a new routeradwertisement
optionandsomeminor modificationsat the mobile hosts.

e moreflexible: A mobilehostcandecideto bypassomelevelsof hierarchyif appropriateFor
example,a mobile hostthat doesnot move too frequentlyand/orwantsto save bandwidthon
thelasthop (thatmay be wireless)by limiting the numberof emittedBUs may only register
with the top mobility agent. As a result,this mobile hostwill not suffer from the costof the
indirectionsandintermediarymobility agentprocessing.

e more scalable: Caceres andPerkinss proposaldmposethatthe FAs bearrangedasatree.
TheFA thatis atthetop of thetreemustkeeponeentryfor eachmobilehostin theregion. This
canbecomea problemasthe numberof mobile hostsincreasesin contrast,in our proposal,
several MAs canbe deployed at ary level of the hierarchyresultingin a distribution of the
Mobility Agentprocessindoad.

6 Conclusionsand Futur e Work

This paperpresents solutionthat makesuseof IPv6 new functionalities,suchasa large address
spaceandthe NeighborDiscovery mechanismio proposea mobility managemenschemethatis
hierarchical flexible andscalable.We proposea hierarchicalarchitecturehat separatesocal mo-
bility (within a site) from global mobility (acrosssites). Local handofs are managedocally and
transparentlyo a mobile node’ correspondentiosts. Our schemeeduceghe signalingbandwidth
on the backbondrom 69%to 100%by hiding local mobility while still providing optimal routing
andfasttransitionperformanceA solutionthathideslocal mobility to correspondertiostsprovides
several benefits. First, it reducesthe signalingload sincelessBinding Updatesare sentover the
Internet. As aresult,the global load on the Internet,the BUs’lossesand consequentlyhe mobile
hosts’connectiity lossesarereduced.Second,t improvespartially mobility confidentialitysince
thecorrespondertiostsdo not know the exactlocationof mobile hosts.

Our proposalis built on top of andis fully compatiblewith the IETF Mobile IPv6 protocol. It
doesnotrequireinstallationeverywhereto be usefulbut insteadcanbe deployedgradually

Our currentwork include:

e Simulation:We arecurrentlyworking on the simulationof our proposalusingNS [1] andare
hoppingto getsomesimulationresultssoon.
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e An AdaptativeHierarchical Mobile IPv6. We are also studyingan adaptve versionof our

hierarchicalMobile IPv6. As illustratedin this report,our proposalis mainly advantageous
for fastmoving hostscommunicatingvith distanthosts.For thesemobile hosts,our solution
reduceghe signalingload significantly but alsoimprovestheir handof performanceandre-
ducesthe Binding Updates’losses. However, thesebenefitsdo not comefor free. Thereis
a slight lateng cost,dueto the mobility agentindirection,and an additionalcompleity to
the architectureo be paid. We believe that this costis acceptablespeciallywhena mobile
hostis moving quickly andcommunicatingvith a hostwhichis far from its location. Howe-
ver for slow moving hostsandlocal communicationsa hierarchicalschemes probablynot
necessaryAn Adaptive HierarchicalMobile IPv6 which usesdifferentlevels of hierarchies
accordingto themobility patternsandthe needsf eachhostseemgreferable.

HeaderCompession: Within a site, the pacletsareencapsulatefom the MA to the MH’s
currentPCoA.Thisencapsulatiohasa costin termof bandwidthutilization. We arestudying
how headeicompressiotechniquesould be usedto reducethis overhead.

DNS DynamicUpdates: The signalingload reductionof our proposalcould be further im-
proved by usingthe DNS dynamicupdatemechanismg8]. If fact, if the mobile hostcould
dynamicallyupdatetheaddres®f its DNS entrywith its currenttop-level VCoA, no mobility
managemenprotocolwould be necessarfor communicationsnitiated andterminatedvhile
the mobile hostis roamingwithin the samesite. Updatingthe DNS entrieswith the top-level
VCoAs seemgeasonablasincetheseCoAs, asopposedo the Mobile IPv6 CoAs, change
veryrarely We arecurrentlystudyingthis extension.
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Figure10: Mobility InformationOption

Theformatof the new Mobility InformationOptionusedby routersin their adwertisementes-
sagesds displayedin Figure10. This new optionis usedby the mobile hoststo gettheinformation
aboutthesite hierarchysuchastheactive MNs andmobility agents.

Thefields of this optionarethefollowing:

e Type: ?

e Length: lengthof the optionin unitsof 8 octets= 3.5+ 2.5* numberof levels
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e Site-Pefix Length numberof leadingbits of the Site Prefix field that definesthe site. This
informationis usedby the MHs to differentiatethelocal CHsfrom thedistantones.

e #of MNs: numberof MNs in the hierarchyfrom the MH to thetop MN.
o SitePrefix: prefix of the Site IP addressUsedby the MHs to identify the site’s boundary

e PrefixLength: numberof leadingbits of the MN’s Mobility AgentAddresso definethe MN
prefix. This MN prefix is usedby aMH to geta VCoA in the MN addresspace.

e M N; Mobility AgentAddress TheIP addres®f the M A of M N;

B ExtendedMobility Information Option Format

B e e B e e S S R

Conmon Prefix

1 2 3
1234567890123456789012345678901
e e e S e e T o S e S e T T T S e R e R o

Type | Lengt h | SitePrefi. Le.| # of levels |

e e e e S e e T o S e e e e e O b e o o e
Valid Lifetine |

D e e T i ol i o S
Preferred Lifetine |

D i e i e e S S
|

4

|

Site Prefix +

|

¥

|

D e e i et el B e T
level # | # MAs | Reserved |

4

|

4

|

¥

B o o

|
MAL's Address

+

B i el S

MA2' s Address

P AT AT AT AT AT d T+ T+ +— +— +— +— +— + 0O

—+— =+ v — 4

Figurell: ExtendedViobility InformationOption

Theformatof the new ExtendedMobility InformationOptionusedby routersin their advertise-
mentmessagess displayedin Figure1l. In additionto the informationcontainedn the Mobility
InformationOptionit alsocontainsfor eachlevel the hierarchy the communPrefix, to be usedby
MHs to configuretheir VCoA andthelist of MAs of eachborderrouter

Thefields of this optionarethefollowing:
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Type: ?
Length: lengthof the optionin unitsof 8 octets= 3.5+ (1.5+ 2* #MASs)* #levels

Site-PefixLength numberof theleadingbits of the Site Prefixfield thatdefineghesite. This
informationis usedby the MHs to differentiatethelocal CHsfrom thedistantones.

# of levels: numberof levelsin the hierarchyfrom the MH to thetop MN.

SitePrefix: prefix of the Site IP addressUsedby the MHs to identify the site’s boundary
level#: levelin the hierarchy

#MAs: numberof MAs in this level

CommurPrefix Prefixusedby the MHs to configuretheir VCoA

M A; Address ThelP addresof M A;
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