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ABSTRACT

‘We propose a proximity-based access control scheme for implantable
medical devices (IMDs). Our scheme is based on ultrasonic distance-
bounding and enables an implanted medical device to grant access
to its resources only to those devices that are in its close proxim-
ity. We demonstrate the feasibility of our approach through tests
in an emulated patient environment. We show that, although im-
planted, IMDs can successfully verify the proximity of other de-
vices with high accuracy. We propose a set of protocols that support
our scheme, analyze their security in detail and discuss possible ex-
tensions. We make new observations about the security of imple-
mentations of ultrasonic distance-bounding protocols. Finally, we
discuss the integration of our scheme with existing IMD devices
and with their existing security measures.

Categories and Subject Descriptors

C.2.1 [Computer-Communication Networks]: Network Archi-
tecture and Design —Wireless communication; C.3 [Computer Sys-
tems Organization]: Special-Purpose And Application-Based Sys-
tems—Real-time and embedded systems.; J.3 [Computer Applica-
tions]: Life And Medical Sciences—Medical information systems

General Terms

Security, Measurement, Human Factors

Keywords

Distance Bounding, Secure Pairing, Ultrasonic Communication,
Access Control, Medical Devices

1. INTRODUCTION

In order to facilitate communication and data readout, new gen-
erations of Implantable Medical Devices (IMDs), such as pacemak-
ers, are equipped with radio transceivers. Such interfaces makes it
convenient for medical professionals to get access to the data they
need but they also introduce some unique security and privacy chal-
lenges, access to personal data and the unauthorized modification
of IMD parameters being the most prominent [11, 17,9, 12].
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In order to prevent unauthorized access to IMDs, conventional
solutions, based on public-key cryptography or on preloaded secret
keys cannot be directly applied since they typically also prevent ac-
cess to IMDs in emergency scenarios where the IMD needs to be
accessible to emergency ambulance staff [10]. IMDs therefore cre-
ate a tension between access control, i.e., patient privacy, and pa-
tient safety. Several solutions were proposed to address this prob-
lem. Some solutions are based on external devices such as access
tokens and communication cloakers [22, 6], whereas others rely on
close-range communication channels (e.g., RFID) [15]. In addition
to possibly being stolen, lost, or simply forgotten by the patient,
external devices also serve as a constant reminder to the patient of
her/his condition. Access control solutions based on close-range
communication have the advantage of being simple and intuitive,
but do not provide any firm guarantees about the range of com-
munication. Namely, an attacker with a strong enough transmitter
and a high-gain antenna will still be able to communicate with the
IMD even from far outside the intended range (for RFID-based so-
lutions from up to ten meters away [8]). Currently deployed solu-
tions based on magnetic switches are equally based on close-range
communication; in addition they do not require any form of au-
thentication to unlock access to the device and are thus inherently
insecure (incidents were reported when pacemakers were unlocked
by a magnetic field from a patient’s headphones [7]).

In this work, we propose a new access control mechanism for
implantable medical devices. This mechanism is based on ultra-
sonic distance-bounding and enables an implanted medical device
to grant access to its resources only to those devices that are in its
close proximity. Our solution resembles close-range communica-
tion solutions proposed in prior work in that it requires a device to
be close to the IMD to get access, but differs in that it prevents the
attacker from accessing the IMD from further away, regardless of
the type of transceiver or antenna he has. Its security relies on the
speed of the sound which can not be altered. Moreover, unlike prior
proposals, our solution enables IMDs to predefine an exact range
from which they can be accessed (with a high degree of accuracy).
We achieve this with a new proximity-based device pairing protocol
based on ultrasonic distance bounding. In this protocol, messages
are cryptographically tied to the distance bounds measured by the
IMD, to the device that requests access. We analyze the security
of our protocol in detail and discuss possible extensions related to
efficiency and DoS protection.

We demonstrate the feasibility of our approach through exper-
iments in an emulated patient environment. We show that, al-
though implanted, IMDs can successfully verify the proximity of
other devices. We further make new observations about the se-
curity of implementations of ultrasonic distance-bounding proto-
cols. We show that without appropriate shielding of their ultrasonic



circuitry, implementations of these protocols are vulnerable to at-
tacks resulting from induced current in the audio receiver circuitry.
We further show that given that our solution relies on ultrasonic
distance-bounding, it can be implemented at low cost on existing
IMD platforms (note that some pacemakers already come equipped
with speakers).

Finally, we discuss the integration of our scheme with other so-
lutions proposed for access to IMDs. We show that our solution can
be easily combined with solutions based on security credentials or
tokens as well as with solutions that aim to prevent battery draining
Denial-of-Service attacks on IMDs (e.g., [21, 9]). It also naturally
integrates with solutions based on sonic user alerts [11].

We summarize our contributions in the following points:

1. We propose a new access control mechanism for implantable
medical devices that enables IMDs to predefine an exact range
from which they can be accessed.

2. We demonstrate the feasibility of ultrasonic distance bound-
ing between implanted medical devices and external readers
using our prototype implementation.

3. We show that without appropriate shielding all devices using
ultrasonic distance bounding are vulnerable to compromise
by inducing signals in the ultrasonic circuitry.

4. We show that our solution can be easily combined with ex-
isting solutions and implemented on existing platforms.

The rest of the paper is organized as follows. In Section 2 we
give a detailed description of the problem, in Section 3 we present
our access control scheme based on a proximity aware device pair-
ing protocol. In Section 5 we provide the details of the implemen-
tation of our prototype, in Section 4 we describe extensions to the
main protocol and in Section 6 we cover related work. We conclude
the paper in Section 7.

2. SYSTEM AND ATTACKER MODEL

In this section, we present our system and attacker models.

2.1 System Model

In this paper we focus on access control, specifically in the con-
text of implantable medical devices. Access control in this context
means that a reader (potentially malicious) will try to gain access to
an implantable medical device in order to readout data or send com-
mands. The reader can be either a handheld unit or part of a bigger
system but the assumption is that it is not subject to tight power
and/or computational constraints. The medical device can be any
device implanted into the human body—including pacemakers, im-
plantable cardiac defibrillators (ICDs), drug delivery systems, and
neurostimulators.

Implantable medical devices are used to help manage a broad
range of ailments such as cardiac arrhythmia, diabetes and Parkin-
son’s disease. They are implanted 2-3cm below the skin and elec-
trodes are then connected to whatever organ that needs monitoring,
e.g., the heart in the case of a pacemaker.

These devices do not have wired interfaces (e.g., a USB inter-
face), screens, keyboards or other peripherals that can be used to
enable access control; instead, these devices only rely on wireless
interfaces. The reason for having a radio interface in an IMD is
that a doctor or medical professional can interact with the device
quickly and easily. This is not only useful during normal consul-
tations with physicians but is also relevant in emergency scenar-
ios where emergency personnel (possibly in a different country)

need access to the patient’s IMD. That means that a device must
be accessible in the noisy and dynamic environment of a moving
ambulance and at the same time prevent unauthorized access to po-
tentially sensitive medical data.

We consider an IMD that can operate in two different modes. In
normal mode a reader needs to be in possession of a shared key in
order to talk to the IMD and in emergency mode a reader just needs
to be within a certain security range. In other words the emergency
mode relies on proximity alone to authorize a reader.

2.2 Attacker Model

We consider two different attack scenarios. In the first scenario,
the attacker wants to get access to medical data stored in the im-
plantable device or change device settings [12]. The motivations
for this kind of attack can be anything from identity theft or black-
mail to simple curiosity or targeted advertising.

In the second attack scenario we consider an attacker that does
not care about establishing a connection with the implantable med-
ical device but instead wants to impersonate a device and make a
reader talk to him. This attack might be executed by someone who
wants to prevent care in an emergency situation or it could be per-
formed by the patient himself for the purpose of insurance fraud.

We place almost no restrictions on the attacker in terms of com-
munication, i.e., he can send and receive arbitrary radio and audio
signals. We do assume that the attacker is subject to common com-
putational bounds, i.e., he is not able to reverse one-way functions
or solve the discrete logarithm problem. We also assume that the
attacker is outside the security range defined in the IMD (typically
<10cm). If the malicious reader is inside the security range and the
IMD is in emergency mode, the reader has free access by design.
The size of the security range is discussed in Section 4.

Because the implantable medical devices run on batteries they
are naturally energy constrained. That makes energy draining and
DoS attacks a danger to IMDs. Our protocols are designed with
energy conservation in mind, however, such attacks are not specifi-
cally addressed in this paper. We focus on attacks on the key agree-
ment and proximity features of our protocol but it is worth noting
that our scheme nicely integrates with existing solutions to protect
against DoS/Energy draining attacks [21]. Some of these solutions
are discussed in related work in Section 6. We also do not specif-
ically address attacks on patient privacy in which the attacker tries
to check if the patient is wearing a pacemaker [9].

3. PROXIMITY-BASED ACCESS CONTROL
FOR IMPLANTABLE MEDICAL DEVICES

In this section we will describe our proximity-based access con-
trol scheme for implantable medical devices. In our scheme the
access control is based on device pairing. In order for a reader to
talk to an IMD it must first run a device pairing protocol and gener-
ate a shared key. This shared key is then used to gain access to the
device, either to send it commands or to readout medical data.

The core of the scheme, namely the proximity aware device pair-
ing protocol between a hand held reader and an implanted medical
device will be presented in this section. Extensions to the protocol
are presented in Section 4. The protocol uses ultrasonic distance
bounding to determine the distance between the reader and the de-
vice. As is common practice, we will use the terminology prover
and verifier to denote the two parties throughout the rest of the
paper. The prover is the reader that must prove its proximity in
order for data transfer to commence. The verifier is the implanted
medical device that must verify the distance to the prover before
accepting the connection.



P (Reader) V' (Device)
Pick p, Np
Compute g” _ hello Pick Ny
— Start rapid bit exchange —
Nﬂ
(t/1) -~ (tl)
N, ®gP
) L8 (t2)

— End rapid bit exchange —
VerifyT to —t1
Pick v, Compute g
— Start rapid bit exchange —
Np /
(tB) _— (tg )

Np®g¥
(ta) <« (tY)

— End rapid bit exchange —
VerifyT t4 — t3
k= (g")" k=(g")"
MACy (Ny,Np)
_—

Verify? Ny, Np and k
TSee the text for a detailed discussion of the verification.

Figure 1: Device pairing protocol. If this protocol is success-
fully executed both parties know that the key contribution from
the other party came from within a distance determined by
to —t1 (t4 —t3 respectively). The prover and verifier also shares
a secret key k.

3.1 Protocol Description

The device pairing protocol is shown in Figure 1. The prover
will first pick a secret exponent p and a nonce N, and then com-
pute the public DH contribution g”. These computations are done
in advance so they will not interfere with the time-critical distance
bounding steps. A ’hello’ message is sent by the prover to initiate
the protocol. When the verifier receives the "hello’ message it will
pick a nonce NN, and begin the rapid bit exchange phase. The veri-
fier will send a single bit of NV, to the prover and record the time of
transmission (¢1) so the time-of-flight can later be calculated. The
distance bounding phase must be done bit-by-bit to avoid distance
shortening attacks [2, 5].

The message containing the first bit of NV, is received by the
reader at time ¢} but given that the reply must be sent via the sound
channel and that the speed of sound is relatively slow compared
to the propagation speed of the radio message and the delay at the
prover, we consider 1 = t; = t{. The error resulting from this
assumption is negligible as long as the prover replies immediately.
This will be described in more detail in Section 3.4.

The prover xor’s the single bit message with a single bit of g”
and sends it back as a sound message. The verifier receives the
sound message at time t2. As described above the verifier uses the
time difference ¢2 — ¢ to calculate the (upper bound) distance to
the prover. The distance is calculated as d = vs(t2 — t1), where
vs 1s the speed of sound in meat (approximately 1500m/s). If this
distance is less than some predefined value, say, Scm the protocol
continues, otherwise the verifier will terminate the session. After
all the bits of N,, and N, & g” have been exchanged, and passed the
time-verification, the message is accepted and the DH contribution
is assumed to originate from a very close reader.

After the prover has verified that the reader is within the required
distance, the verifier picks v and computes ¢g“. A similar distance
bounding step, i.e., a rapid bit exchange with radio challenges and
response via the sound channel, is then repeated from the verifier

to the prover to ensure that the reader is talking to a device in it’s
proximity. This is needed to prevent a (possibly far away) attacker
from impersonating a device.

Finally, in order to let the device know that a key was success-
fully established, the prover sends a final message to the verifier
containing a message authentication code (MAC) of the two nonces
N, and N,. At this point, the verifier knows that a key has been
established and data transfer can continue encrypted.

3.2 Security Analysis

Central to our device pairing protocol is the unforgeable assur-
ance of proximity. That assurance comes from tying the DH key
contributions from each party to the distance between them, by
transmitting g” and g” over the sound channel. In this section we
will go through the protocols resilience to attacks from outside the
security range. Note that since there is no notion of identity in this
protocol the reader is considered authorized if it is within a speci-
fied distance, thus the attackers we are looking at here are attacking
from further away. We further assume that the attacker cannot send
data on the sound channel faster than the speed of sound'.

One possible attack is for the attacker to guess N, and then gen-
erate the sound messages in advance. If the attacker is able to gen-
erate all the sound messages and send them at the appropriate times,
the attacker could pretend to be close to the verifier while actually
being far away. That means that the nonce N, must be sufficiently
random to make guessing infeasible.

The nonce N, is sent in the clear since it is the timing of the
sound message that proves the proximity of the reader. An attacker
who is further away than the allowed distance will receive the nonce
at more or less the same time (the propagation time of radio signals
is negligible when compared to the speed of sound) but, because
he has to wait for N, before he can create a valid sound message,
his sound message will not be able to reach the prover in time, i.e.,
the prover will be able to measure the distance to the attacker and
conclude that he is too far away.

A similar distance bounding step is repeated in the opposite di-
rection. This proves to the reader that the IMD is also within the
specified distance, eliminating impersonation attacks. Since the
two DH contributions are sent over the sound channel they are di-
rectly linked to the distance between the reader and IMD, which
also makes the key k = ¢g°? directly linked to the distance as well.

In order to limit the effectiveness of battery draining attacks the
IMD only generates its public DH contribution after the distance to
the reader has been verified. That way only the initial nonce must
be generated at the start of each session.

The final message from the prover to the verifier confirms the
key. After executing this protocol the verifier knows that a valid
key has been generated with a prover and that this prover is within
the allowed distance. At this point the verifier can start transmit-
ting data using the generated key k& or send another message to the
prover confirming the key.

3.3 Side Channel Attack Protection

One of the most important assumptions in our security analy-
sis is that the attacker cannot send data on the sound channel with
a signal that propagates faster than the speed of sound. This is a
common assumption and it is made in most, if not all, the sonic
and ultrasonic distance bounding protocols in the literature, includ-
ing [16, 27, 3, 19].

While this assumption sounds perfectly reasonable there are pit-
falls that an attacker might utilize. While fine tuning our imple-

'Tn Section 3.3 we discuss some interesting and novel ways a pow-
erful attacker might be able to get around this assumption.
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mentation we found that it is possible to send a radio signal to the
IMD that will induce a current in the audio receiver circuit just as
if the IMD received a sound signal. This was possible even though
the prototype was not designed to receive RF at all, just the fact that
there where two small wires going from the reception circuit to the
piezo element (working as a microphone) was enough to pick up
a radio signal of about the same order of magnitude as the audio
transmission.

The only countermeasure to this is effective RF shielding. This
is arguably an engineering problem but one that is very easily over-
looked. If proper shielding is not in place, a strong attacker can
effectively send an ‘audio’ transmission at the speed of light!

3.4 Propagation Time and Processing Delay

In the description of the protocol we state that the propagation
time of the radio signal and the delay at the prover is negligible.
More precisely we claim that ¢; = ¢7 = t{. In this section we will
show that the error resulting from this assumption makes little to
no practical difference.

The potential time-error sources are shown in Figure 2. Our
above mentioned assumption corresponds to the following two as-
sumptions 75 = 0 and §, < T and allows the verifier to compute
an upper bound on the distance to the prover as dvp = Tiotal - Vs,
where v, is the speed of sound in meat. We will look at the two
assumptions one at a time.

The true value of 7', is d;, - ¢ where c is the speed of light. For
a distance of 30m (which is about 100 times the intended opera-
tion distance of the protocol) the true value of 7. is 0.1us with
corresponds to an error in the distance measurement of 34m (as-
suming a speed of sound 340m /s). That is way below the distance
granularity of our measurement setup and we therefore consider it
irrelevant.

The delay at the prover J, is the time it takes from the prover
receives the first bit of the radio signal until the first bit of the ul-
trasound signal is in the air. The actual delay will vary depending
on the speed of the prover’s hardware and the details of the im-
plementation. 4, measurements from our setup are described in
Section 5.2; using the average delay we have that 6, = 412ns.
This delay corresponds to an error in the distance measurement of
140pm (assuming a speed of sound 340m/s). This error is also
way below our distance granularity.

There is one final important point regarding timing. The speed
of sound is higher when the sound propagates through the human
body than when the sound propagates through air. According to [18]
the speed of sound through the human body is approximately 1500m/s

which is about three times the speed through air. Because IMDs are
implanted inside human tissue we have to assume a speed of sound
of 1500m/s when defining the maximum distance from which
the device can be accessed. Any distance the signal has to travel
through air to get to the reader will be counted three times because
the signal travels three times slower. That means that any addi-
tional distance to an attacker outside the allowed access radius is
amplified thus making it even harder to cheat the system.

4. PROTOCOL EXTENSIONS

In this section we will present several extensions to our proxim-
ity aware device pairing protocol.

4.1 Combining Proximity and Credential-Based
Solutions

As we describe in more detail in Section 6, it is very likely that
patients will be provided some form of credential (a smart card,
USB stick or password) that shares a secret with the implanted
medical device. This credential would be used by the doctor to
actually get access the IMD when necessary.

This solution is actually quite attractive since it solves the au-
thorization and authentication issues. In fact, by physically giving
the credential to the doctor, the patient is explicitly authorizing the
doctor to get access to his IMD. Furthermore since the credential
shares a secret with the IMD, it can be used by the reader to get
access to the IMD (access control) and bootstrap a key that is used
to securely exchange data. A patient might feel safer if the security
of his IMD is based on some secret credential in his possession,
rather than on a proximity-based solution.

However the credential-based approach has several drawbacks
that our scheme can help solve. First, if the credential gets stolen or
duplicated, any attacker can get remote access to the IMD. Second,
the doctor does not have the insurance that his reader is actually
communicating with the patient’s IMD. In fact, nothing prevents
the patient from borrowing the credential of a friend and have the
doctor’s reader communicate with the friend’s IMD, who is sitting
next door. This attack could be, for example, used for Medicare or
insurance fraud purposes. Third, if the patient does not carry his
credential, no one can access the IMD even in case of emergency.
This is clearly not acceptable since this can put the patient’s life in
danger.

We believe that our scheme can nicely complement the credential-
based solutions to solve these three issues. We consider two modes
of operation. In the normal mode of operation, the patient carries
the credential token and provides it to the doctor that needs to ac-
cess the IMD. In the emergency mode of operation, the doctor does
not have access to the credential token, either because the patient
has lost/forgotten it or the token is out of order.

Normal Mode of Operation

The patient carries an authorization credential token (USB token,
smart card, password, etc.) that shares a secret key ksnareqd With
the IMD. When a doctor needs to access the IMD, he gets the cre-
dential from the patient and provides it to the reader. The same
proximity aware device pairing protocol shown in Figure 1 is run
between the reader and the IMD except the shared key ksnared 1S
included in the MAC in the final message. Once the protocol has
been executed, each party has the assurance that the other party is
within its security range and has derived a key k that is used to
secure their future communication.

By verifying that the IMD is in the proximity of the reader, the
doctor has the assurance that his reader is communicating with the
patient’s IMD.
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Note that since, in this mode of operation, the IMD and the
reader share a secret, the Diffie-Hellman key exchange could eas-
ily be avoided if necessary. In fact, both parties could derive a key
k from the shared secret kspqreq and the exchanged nonces. How-
ever, the ephemeral Diffie-Hellman key exchange protocol provides
forward security, which can be a valuable property.

Emergency Mode of Operation

In this mode of operation, it is assumed that the authorization token
is not available. With most existing systems, in this situation, wire-
less communication is not possible unless the IMD is activated by
a magnetic read switch. However, as described in Section 6, these
physical backdoors have many drawbacks. We, instead, propose to
use the protocol shown in Figure 1 in this mode of operation.

With this solution, both the reader and the IMD verify that they
are within each other’s security range and generate a temporary se-
cret key. An attacker won’t be able to get access to the victim’s
IMD from a remote location, however, he could potentially estab-
lish a key with the IMD if he gets close to the patient, without
having to steal his credential. We therefore suggest, that in the
Emergency mode of operation, the security range should be much
smaller than in the normal mode of operation. We believe that a
security range of 2-4 centimetres should be quite appropriate, since
this would require the attacker to almost have physical contact with
his victim.

Note that inputs from other sensors could be used to reinforce
the security of the emergency mode of operation. For example,
if the IMD is equipped with an accelerometer, the policy of the
IMD might be to verify that the reader is close, as proposed by our
scheme, but also that the patient is lying down. This would provide
an additional level of protection. Furthermore if the IMD detects
an emergency situation (stroke, heart failure, etc.), access control
could be deactivated all together. Access control, in this case, is
probably not the biggest concern.

4.2 Proximity-Based Commands

Until now, our proximity-based scheme has been proposed to
secure the IMD-reader pairing during the normal and emergency
modes of operation. However, this approach can be extended to
any other aspect of IMD-reader communication.

A doctor might want to access an IMD for several reasons. One
reason could be to remotely monitor a patient and retrieve log-
ging/history data. Another reason could be to modify the param-
eters of the IMD or reconfigure the device.

P (Reader)
Pick Np hello-cc

V' (Device)
Pick N,

— Start rapid bit exchange —

t) <M (ty)

N,@&N,
(t) s (L)

— End rapid bit exchange —
Verify to — t1
cmd|[MACy, (ecmd,Ny,Nyp)
_—

Verify MACy, (cmd, Ny, Np)

Figure 4: Message proximity verification. With this protocol
the verifier V' can verify that the command cmd came from the
distance defined by ¢> — t1, or closer.

The second type of operation is clearly more critical and requires
stronger security, since it can potentially threaten the life of the pa-
tient. The first type would only violate privacy if performed by a
non-authorized user. It is therefore reasonable to apply different
security policies for each of these operations. We propose that as
long as the implanted medical device is in the normal mode of op-
eration, critical commands are only processed if issued by a reader
that is in its proximity as shown in Figure 3.

This proposal authorizes remote monitoring of an IMD via a se-
cured channel but excludes remote reconfiguration of an IMD. We
believe this is a reasonable approach and provides an acceptable
security/usability trade-off.

In order to verify the proximity of the reader when it sends a
command we propose the command proximity verification proto-
col, illustrated in Figure 4. It is assumed that the reader and the
IMD share a secret key, k, i.e., that both devices have been securely
paired already.

When a reader wants to send a critical command to an IMD, it
starts by sending a ’hello-cc’ to initiate the protocol. The IMD
picks a nonce NN, and replies with the first bit of N,. The IMD
also starts a timer so the time-of-flight of the sound message can
be measured. The reader responds immediately with a single bit
of its own nonce xor’ed with N, and this continues until there are
no more bits in the nonces, or until the IMD aborts the protocol
because the estimated distance is outside the security range.

Once the distance bounding phase of the protocol is over the
reader sends the command cmd along with a MAC of the command
and the nonces. If the IMD is able to verify the MAC it knows that
cmd came from within the security distance and will process the
command.

Although it is assumed in the proximity-based command proto-
col that the two devices share a secret key, this protocol could still
be useful in scenarios where the only policy for being able to issue
command is to be close the device. The modification to the proto-
col would then be to replace the MAC function with a regular hash
function. The security would, of course, be lower but could still be
acceptable for some applications.

4.3 Robustness

Because robustness is a key design criterion we propose a method
to allow the proximity aware device pairing protocol in Figure 1 to
continue, despite transmission errors on the sound channel. This
proposal is an optional addition to the protocol and is meant to en-
able device pairing in extremely loud environments at the cost of
some security.

The proposal is, that after the rapid bit exchange phase, the prover
(or verifier) sends a radio message containing the exact same data
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(Ny & Np) as was sent in the sound messages. Doing that will
enable the verifier (or prover) to use the arrival time of the sound
messages to detect proximity but since the same data was transmit-
ted via the radio channel (which presumably is immune to audio
noise) it doesn’t matter if part of the audio message is wrong. It
should be emphasized that this extra radio message is sent after the
distance bounding phase has completed successfully. In order for
an attacker to abuse this robustness proposal he must already have
cheated the distance bounding phase, i.e., sent all replies at the cor-
rect times, otherwise the protocol would have been aborted.

If the verifier (or prover) is willing to accept some transmission
errors in the audio messages, it reduces the guessing space for the
attacker. However, as long as enough bits are correct, the verifier
(or prover) can be fairly certain that the audio messages where not
guessed in advance and sent by an attacker. In the following we
discuss some guessing strategies that an attacker might use to attack
a version of the protocol that allows bit errors on the sound channel.

The optimal guessing strategy depends on how the nonce is gen-
erated but if we assume a truly random nonce, most guessing strate-
gies will give the same result, on average. In a guessing strategy
where the attacker tries to guess each bit randomly, i.e., '1’ with
probability 1/2 and ’0” with probability 1/2, the probability of
guessing exactly m out of N bits is P(m) = (Z)pm(l —p)N—m,
assuming each guess is independent. In Figure 5 this binomial dis-
tribution is plotted along with the probability of guessing at least
m out of N bits. This probability is given by the sum of the prob-
ability of guessing exactly m bits and the probability of guessing
exactly m + 1 bits, etc.

P(atleast m bits) = P(m) + P(m+ 1) 4+ --- + P(N)

The exact amount of correct bits that the IMD will require will
depend on the current mode of operation and the security policy
in effect. However, we propose as a reasonable trade-off between
security and robustness, to require at least 75% of the bit to be
correct. If N = 100, that will result in a probability for an attacker
to fake his distance of approximately 222,

Note that this is an upper bound, since this computation assumes
that all 100 sound messages sent by the attacker passed the distance
bounding test, i.e., that they were sent at the correct time such that
they appear to be from someone in the proximity of the device.

Band Pass Amp Phase-Locked
Filter Loop

Mic JL D PLL cru

Fc = 7.35kHz
Q=100

Fc = 7.35kHz

Figure 6: The analog portion of the receiver used in the long
distance mode of our proof-of-concept prototype. A highly se-
lective bandpass filter is used to reject environmental noise,
then a phase locked loop is used for detection of the commu-
nications frequency.

S. PROTOTYPE IMPLEMENTATION AND
MEASUREMENTS

In this section we present the implementation details of our pro-
totype and the details of our measurement setup.

5.1 Construction of Proof-Of-Concept Proto-
types

In order to test various properties of our system we built proof-
of-concept prototypes of both the prover and the verifier, and pro-
grammed them with selected portions of the protocols and lower
level overhead, sufficient to measure several properties of the sys-
tem. We describe here the high level technical details of the proto-
types.

The prototypes are respectively a prover and a verifier with ana-
log circuitry for RF and sonic communication and ATMega644p
microcontrollers running at 20MHz for computation and control.
The ATMega644p microcontroller is representative of medium-cost
general purpose microcontrollers for embedded systems. The pro-
totypes have two modes of operation: a precision near distance
mode, and a long distance mode.

The near distance mode is designed to provide good accuracy in
distance measurement, while simultaneously providing a baud rate
suitable for fast transaction times. In this mode the analog portion
of the receiver consists of a 4 poles VCVS active high pass filter
to exclude the majority of environmental noise, and two stages of
amplification. We designed the final amplification stage to clip the
signal thereby producing a TLL square wave as input to the micro-
controller where the frequency detection was implemented. This
mode of operation uses a carrier frequency of 13.6kHz and com-
municates using binary frequency shift keying with a modulation
index of 500Hz. We found this setup to be suitable for reliable
communication at speeds of up to 1kbaud.

The near distance mode is only intended for the case where the
programmer is in very close proximity to the IMD. In order to ad-
ditionally support the case where it is desirable (perhaps in a lower
security setting) to communicate with a programmer at a greater
distance, the long distance mode (whose analog receiver is depicted
in Figure 6) has a much higher frequency selectivity and performs
frequency detection in the analog domain, rather than in the digital
domain as in the near distance mode. The analog signal path for
the long distance mode consists of a state variable band pass filter
with f. = 7.35kHz and a quality factor of Q = 100 (very high fre-
quency selectivity). The filter output is amplified and then fed into
a phase locked loop timed to detect the f. of the filter. The phase
locked loop outputs TTL level pulses to the microcontroller when
the mark frequency is detected, thus supporting the same BFSK
communication scheme used by the near distance mode. Long dis-
tance mode has less accuracy in distance measurements for reasons
discussed below.



We measured the power consumption of the microcontrollers
during peak computation and found the receiver to consume 0.15W
at 5V DC and the transmitter to consume 0.17W at 5V DC. We
did not attempt to optimize power consumption through turning off
unused portions of the controller, or using lower power states dur-
ing periods of reduced computational demand. The analog portion
of the receiver consumes 0.13W at 10V DC'. All measurements
taken with current sensing laboratory bench power supplies.

Assuming (pessimistically) that authentication takes 1 second,
the energy consumed by our prototype would be 0.28]. To place
this in context, a defibrillation shock of 10J would be a medium
energy therapy for several common conditions, and an Implantable
cardioverter defibrillator is expected to be able to provide such a
therapy many times. Our prototype can run an authentication pro-
tocol around 36 times and consume as much energy as a single such
therapy.

5.2 Turn around time

In order for the distance bounding to be sufficiently accurate to
provide security it is important that there be only a short lag time
between the reception of a bit on the radio channel and the corre-
sponding transmission of the response bit on the sound channel.

We performed measurements by connecting an oscilloscope lead
to the microcontroller pins on which demodulated data are received
from the radio and sent to the sonic transducer respectively. Us-
ing this setup we measured the time required to detect incoming
data, store it into memory, calculate the response based on this
challenge, and output the response. We found that approximately
412ns (mean of 20 trials) are required for these combined oper-
ations, with a standard deviation of 45.4ns. During this amount
of time sound travels around one hundredth of a centimeter, which
indicates that the digital domain overhead of our protocol has a
negligible impact on distance estimation when run on reasonably
modern embedded technology.

5.3 Distance Measurement

To test the accuracy of distance estimation we measured the time
of flight as the difference between the time one bit of information
reaches the output of the transmitter and the time that bit can be
recognized by the receiver. This latter time includes the time of
flight of the sound, and the delay introduced by the entire analog
signal path. The signal thus produced was measured at the point
where the input enters the receiver’s microcontroller.

In our first series of distance measurement experiments we eval-
uated the near distance mode’s distance measurement accuracy at
different distances in air, and through 2cm of meat and 1em of
air. This latter case represents a likely practical scenario for emer-
gency near distance communication, and therefore requires that the
programmer be very close to the medical device. Because of the
amount of RF noise present with the transmitter and receiver so
close together we performed this series of experiments with the re-
ceiver mounted in a Faraday cage. In a real IMD the shielding
would be integrated into the housing of the IMD itself. To simulate
communications through a patient’s abdominal wall we implanted
the transmitter in 8%kg of ground beef with at least 2cm of meat sur-
rounding the transmitter on all sides. We implanted the transmitter
rather than the receiver in this series of experiments both to test the
time of flight calculation available to the programmer device in our
protocol, and also because the receiver, being in a Faraday cage,
would have been difficult to implant.

Through air we measured every distance between 1cm and 100cm
at 2cm intervals with 5 observations at each distance. We found
the accuracy to be £1.78cm with a standard deviation of 1.59cm.

Figure 7: To test time of flight distance calculations we im-
planted the receiver’s microphone inside a portion of the ab-
dominal wall of a cow. Shown here connected to the analog
portion of the long distance receiver.

Through 2c¢m of meat and 1cm of air we found the near distance
mode to be accurate to within £=.01cm with a standard deviation of
0.5¢m (mean of 14 trials). This provides suitable accuracy for the
IMD’s emergency mode of operation (see Section 4).

In our second series of distance measurement experiments, we
evaluated the long distance mode’s distance measurement accuracy
through 3cm of meat and additional distances in air as shown in
Figure 7. We measured total (air + meat) distances from 10cm
to 150cm at 10cm intervals, as well as at 5ecm. We recorded 10
observations at each distance.

The implantation setup for our second series consisted of implan-
tation of the receiver’s microphone inside a portion of the abdomi-
nal wall of a cow measuring slightly more than 15¢m x 9c¢m x 6¢cm.
The microphone was implanted 3c¢m deep.

Figure 8 shows the results of these measurements. Measured
distance includes both air and meat between the sound transmitter
and receiver. The estimated distance shown is calculated based on
the average speed of sound in air at sea level multiplied by the time
of flight adjusted for the constant propagation delay through the
filter and PLL frequency detector used by the long distance mode.

These measurements show that the prototype has a precision of
+9c¢m with standard deviation of 3cm.

We see from these experiments that the long distance mode has a
greater range, but poorer accuracy than the short distance mode.
The inaccuracy of the long distance mode is largely due to the
phase locked loop used for frequency detection. A phase locked
loop consists of an oscillator at a multiple of the mark frequency
with feedback mechanisms which cause this oscillator to lock on to
(synchronize with) an incoming signal. The time required to lock
on to a new incoming signal is somewhat non-deterministic as it
will depend on many factors including the initial phase difference
between input and the PLL’s internal oscillator. Fortunately, how-
ever, 9cm is sufficient accuracy for long distance mode operation
in which the reader may operate from a distance of several meters.

6. RELATED WORK

Several approaches have been proposed to solve the IMD secu-
rity problem described in the previous sections. We briefly review
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Figure 8: Real distance (constant 3¢ meat plus variable dis-
tance in air) versus distance computed by proof-of-concept pro-
totype in long distance mode based on time of flight. The line
y = x is shown for reference. Error bars indicate one stan-
dard deviation. The average accuracy is +9cm and average std
deviation is 3cm

them below and we contrast them to our proposed solution where
appropriate.

Token-Based Approaches

With token-based approaches [22] the patient gets an access token
(e.g., USB stick, smart card) that is configured with a credential (of-
ten a secret key) that is shared with the IMD. When a doctor needs
to access a patient’s IMD, he gets the access token from the patient
and provides the credential to the reader. The IMD and the doctor’s
reader can then establish a secure link that is used to download data
or send programming commands. This approach is very practical,
however, it has several drawbacks: it does not protect against the
loss or theft of the token, it creates a safety problem since the IMD
is inaccessible if the user does not carry the token with him and it
serves as a reminder to the patient of his health state.

In [6], the authors propose a defensive technique called Commu-
nication Cloaker. A Cloaker is an externally worn token, for exam-
ple a bracelet, that shares a secret key with the IMD. The cloaker
broadcasts periodic beacons that are used by the IMD to detect its
presence. As long as the cloaker is detected, the IMD will stay mute
to any request coming from a reader. If a doctor needs to access the
IMD, the patient has to remove his cloaker to allow communica-
tion. This approach is interesting and provides an elegant solution
to the security/safety tension. However, it suffers from the same
drawbacks as the token-based approach described above. Further-
more, it is unclear how this solution copes with jamming attacks
that would prevent the cloaker from being heard by the IMD.

Certificate-Based Approaches

With certificate-based approaches [9] the IMD is configured with
the public key of a trusted party. When a reader wants to access
the IMD, it needs to contact the trusted party and get a valid certifi-
cate (credential). This credential is then used to establish a secure
link between the IMD and the reader. This approach has several
drawbacks. First, it requires the reader to go online and contact
the trusted party. This is a very strong requirement since Inter-
net access might not be available everywhere (especially in case of
an accident on the road). Second, it requires the deployment of a
(global or at least nation-wide) certification authority, which is a
costly solution.

User Alerts

In this proposal [11], the IMD emits an alert signal (sound, vibra-
tions, etc.), when it is engaging in wireless communication. This
proposal does not control access to the device, but rather alerts the
patient about an interaction. This solution might seem simple and
attractive but it does not work in noisy environments, it does not (in
itself) enable the user to react to the alert and creates new privacy
issues (by emitting a sound, the IMD is advertising its presence).
As we discussed, this solution can be naturally integrated with our
proposal since both proposals rely on the emission of sound and
thus require the same hardware.

Proximity Based Access Control Approaches

Some schemes (e.g., [21]) propose to disallow long distance wire-
less communication with the IMD until a proximity based proce-
dure has completed. For example, in most existing solutions, wire-
less communication won’t be possible unless the IMD is activated
by a magnetic switch. A magnetic field is chosen as an input chan-
nel since the channel is quite simple, and standardized. Due to
the faster drop-off in field strength of a magnet compared to radi-
ant energy the channel implies a certain degree of proximity. In
current generation devices, this approach is used, for example, to
disable defibrillation shocks from the device while paramedics or
ER staff are diagnosing a patient’s EKG (which would be inter-
rupted by such a therapy), or to prevent shocks from a device that
has run amok. This solution is quite insecure, since the presence of
any strong magnetic field will trigger the switch. Incidents were re-
ported where a magnetic field from a patient’s headphones tripped
the read switch [7]). Since the activation of the read switch usu-
ally enables wireless communication, this means that someone with
headphones in their pocket might be vulnerable to attacks.

The secure telemetric link solution [1] proposes to use a physi-
cal backdoor to verify that the reader is close to the IMD. When the
reader wants to access the IMD, it sends an “activation message”,
over the wireless channel to the IMD that activates the backdoor
circuitry. The reader then gets close to the IMD with, for example,
a near-field magnetic sensor. If the IMD detects the reader’s sen-
sor, it sends the authentication key over the wireless link, using a
very low transmission power. The reader then gets the key and can
communicate with the IMD via the wireless link. If the IMD does
not detect the sensor within a given time frame, it deactivates the
backdoor. This solution has all the problems of the magnet-based
scheme described previously. In addition, it is not secure against
an attacker that uses special equipment (e.g., high-gain antennas)
to eavesdrop on the key.

Other schemes [15, 23] also use short-range communication tech-
nologies (such as IR, Bluetooth, RFID, etc.) to guarantee proxim-
ity. However, all approaches based on short-range communication
technologies are vulnerable to attacks since an attacker can eas-
ily increase the communication range using powerful and sensitive
transceivers and high-gain antennas. These schemes are therefore
not secure, since an attacker can eavesdrop and access IMDs from
far away. Essentially, with such approaches it is hard to say from
which distance access is no longer possible because it depends on
what kind of equipment the attacker uses.

Finally, some researchers propose to leverage secret keys be-
tween the IMD and the readers, using physiological data (such as
inter-pulse timing, heart beat frequency, etc.) [28, 4]. However, the
security of these schemes is hard to prove and sometimes dubious.
In fact, it has been shown that some of these data can be remotely
measured with sensitive probes [14]. Furthermore, it is unclear how
much entropy there is in the timing of heart beats and even whether
some of the secret cannot be retrieved from other channels.



The solution proposed in our paper can enforce any access dis-
tance with a high degree of accuracy and is therefore inherently

more secure than previously described proximity-based approaches.

Distance-bounding

Independent of the IMD context, related work has been done in the
field of location verification based on radio and ultrasonic distance
bounding protocols. The first distance-bounding protocol was de-
scribed in [2]. Other extensions and optimizations followed in [26,
25, 13, 20]. The use of distance bounding based on ultrasonic com-
munication channel was proposed in [24]. The application of dis-
tance bounding to key establishment device pairing was proposed
in [27].

Our proposal is similar to [27] in that it equally uses ultrasonic

distance bounding for proximity-based message authentication. How-

ever our proposal includes a number of design choices specific to
the IMD context and considers side-channel attacks that were, so
far, not considered in the design and implementation of distance-
bounding protocols.

7. CONCLUSION

In this work we proposed a novel proximity-based access con-
trol scheme for implantable medical devices (IMDs). Our scheme
is based on ultrasonic distance-bounding and enables an implanted
medical device to grant access to its resources only to those de-
vices that are in its close proximity. It is based on a new proximity-
based message authentication protocol based on ultrasonic distance
bounding that can authenticate arbitrary messages. We demon-
strated the feasibility of our approach through tests in an emulated
patient environment. We showed that, although implanted, IMDs
can successfully verify the proximity of other devices with a high
degree of accuracy. We show that our protocol can be seamlessly
combined with a number of existing IMD countermeasures includ-
ing those that prevent battery draining Denial-of-Service attacks.
Our proposal equally includes a number of design choices for dis-
tance bounding protocols that are specific to the IMD context and
considers side channel attacks that were not so far considered in the
design and implementation of distance bounding protocols.
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