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iPhone

iPhone security reference : https:
//www.apple.com/la/iphone/business/docs/iOS_Security_May12.pdf

iOS : Software running on iPhone is :

I Immutable code in Boot ROM

I Firmware

I Bootloaders (LLB, iBoot)

I iOS (XNU kernel, system modules, services, apps)

I Third-party Apps downloaded and installed from Apple AppStore

iOS :

I a closed proprietary OS from Apple built on top of XNU kernel

I The majority of iOS runs as non-privileged user ”mobile”

I The entire OS partition is mounted read-only

I Remote login services aren’t included in the system software
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iPhone Security Architecture

#RRNG�FGUKIPGF�VJG�K15�RNCVHQTO�YKVJ�UGEWTKV[�CV�KVU�EQTG��-GGRKPI�KPHQTOCVKQP�UGEWTG�
QP�OQDKNG�FGXKEGU�KU�ETKVKECN�HQT�CP[�WUGT��YJGVJGT�VJG[ T̈G�CEEGUUKPI�EQTRQTCVG�CPF�EWUVQOGT�
KPHQTOCVKQP�QT�UVQTKPI�RGTUQPCN�RJQVQU��DCPMKPI�KPHQTOCVKQP��CPF�CFFTGUUGU��$GECWUG�
GXGT[�WUGT Ü�KPHQTOCVKQP�KU�KORQTVCPV��K15�FGXKEGU�CTG�DWKNV�VQ�OCKPVCKP�C�JKIJ�NGXGN�QH�
UGEWTKV[�YKVJQWV�EQORTQOKUKPI�VJG�WUGT�GZRGTKGPEG��

K15�FGXKEGU�RTQXKFG�UVTKPIGPV�UGEWTKV[�VGEJPQNQI[�CPF�HGCVWTGU��CPF�[GV�CNUQ�CTG�GCU[�VQ�
WUG��6JG�FGXKEGU�CTG�FGUKIPGF�VQ�OCMG�UGEWTKV[�CU�VTCPURCTGPV�CU�RQUUKDNG��/CP[�UGEWTKV[�
HGCVWTGU�CTG�GPCDNGF�D[�FGHCWNV��UQ�+6�FGRCTVOGPVU�FQP¨V�PGGF�VQ�RGTHQTO�GZVGPUKXG��
EQP°IWTCVKQPU��#PF�UQOG�MG[�HGCVWTGU��NKMG�FGXKEG�GPET[RVKQP��CTG�PQV�EQP°IWTCDNG��UQ�
WUGTU�ECPPQV�FKUCDNG�VJGO�D[�OKUVCMG��

(QT�QTICPK\CVKQPU�EQPUKFGTKPI�VJG�UGEWTKV[�QH�K15�FGXKEGU��KV�KU�JGNRHWN�VQ�WPFGTUVCPF�
JQY�VJG�DWKNV�KP�UGEWTKV[�HGCVWTGU�YQTM�VQIGVJGT�VQ�RTQXKFG�C�UGEWTG�OQDKNG�EQORWVKPI�
RNCVHQTO��

K2JQPG��K2CF��CPF�K2QF�VQWEJ�CTG�FGUKIPGF�YKVJ�NC[GTU�QH�UGEWTKV[��.QY�NGXGN�JCTFYCTG�
CPF�°TOYCTG�HGCVWTGU�RTQVGEV�CICKPUV�OCNYCTG�CPF�XKTWUGU��YJKNG�JKIJ�NGXGN�15�HGCVWTGU�
CNNQY�UGEWTG�CEEGUU�VQ�RGTUQPCN�KPHQTOCVKQP�CPF�EQTRQTCVG�FCVC��RTGXGPV�WPCWVJQTK\GF�
WUG��CPF�JGNR�VJYCTV�CVVCEMU�

6JG�K15�UGEWTKV[�OQFGN�RTQVGEVU�KPHQTOCVKQP�YJKNG�UVKNN�GPCDNKPI�OQDKNG�WUG��VJKTF�RCTV[�
CRRU��CPF�U[PEKPI��/WEJ�QH�VJG�U[UVGO�KU�DCUGF�QP�KPFWUVT[�UVCPFCTF�UGEWTG�FGUKIP�
RTKPEKRNGU¤CPF�KP�OCP[�ECUGU��#RRNG�JCU�FQPG�CFFKVKQPCN�FGUKIP�YQTM�VQ�GPJCPEG�
UGEWTKV[�YKVJQWV�EQORTQOKUKPI�WUCDKNKV[�

6JKU�FQEWOGPV�RTQXKFGU�FGVCKNU�CDQWV�JQY�UGEWTKV[�VGEJPQNQI[�CPF�HGCVWTGU�CTG�
KORNGOGPVGF�YKVJKP�VJG�K15�RNCVHQTO��+V�CNUQ�QWVNKPGU�MG[�GNGOGPVU�VJCV�QTICPK\CVKQPU�
UJQWNF�WPFGTUVCPF�YJGP�GXCNWCVKPI�QT�FGRNQ[KPI�K15�FGXKEGU�QP�VJGKT�PGVYQTMU�

��5[UVGO�CTEJKVGEVWTG��6JG�UGEWTG�RNCVHQTO�CPF�JCTFYCTG�HQWPFCVKQPU�QH�K2JQPG��K2CF��
CPF�K2QF�VQWEJ��

��'PET[RVKQP�CPF�&CVC�2TQVGEVKQP��6JG�CTEJKVGEVWTG�CPF�FGUKIP�VJCV�RTQVGEVU�VJG�WUGT Ü�
FCVC�YJGP�VJG�FGXKEG�KU�NQUV�QT�UVQNGP��QT�YJGP�CP�WPCWVJQTK\GF�RGTUQP�CVVGORVU�VQ�
WUG�QT�OQFKH[�KV��

��0GVYQTM�UGEWTKV[��+PFWUVT[�UVCPFCTF�PGVYQTMKPI�RTQVQEQNU�VJCV�RTQXKFG�UGEWTG�
CWVJGPVKECVKQP�CPF�GPET[RVKQP�QH�FCVC�KP�VTCPUOKUUKQP��

��&GXKEG�CEEGUU��/GVJQFU�VJCV�RTGXGPV�WPCWVJQTK\GF�WUG�QH�VJG�FGXKEG�CPF�GPCDNG�KV�
VQ�DG�TGOQVGN[�YKRGF�KH�NQUV�QT�UVQNGP��

K15�KU�DCUGF�QP�VJG�UCOG�EQTG�VGEJPQNQIKGU�CU�15�:��CPF�DGPG°VU�HTQO�[GCTU�QH��
JCTFGPKPI�CPF�UGEWTKV[�FGXGNQROGPV��6JG�EQPVKPWGF�GPJCPEGOGPVU�CPF�CFFKVKQPCN�
UGEWTKV[�HGCVWTGU�YKVJ�GCEJ�OCLQT�TGNGCUG�QH�K15�JCXG�CNNQYGF�+6�FGRCTVOGPVU�KP��
DWUKPGUUGU�YQTNFYKFG�VQ�TCRKFN[�CFQRV�CPF�UWRRQTV�K15�FGXKEGU�QP�VJGKT�PGVYQTMU��

&GXKEG�-G[
)TQWR�-G[

#RRNG�4QQV�%GTVK°ECVG

%T[RVQ�'PIKPG

-GTPGN

15�2CTVKVKQP

7UGT�2CTVKVKQP

&CVC�2TQVGEVKQP�%NCUU

#RR�5CPFDQZ

'PET[RVGF�(KNG�5[UVGO

5QHVYCTG

*CTFYCTG�CPF�
(KTOYCTG

+PVTQFWEVKQP

�

5GEWTKV[�CTEJKVGEVWTG�FKCITCO�QH�K15�RTQXKFGU�
C�XKUWCN�QXGTXKGY�QH�VJG�FKÒGTGPV�VGEJPQNQIKGU�
FKUEWUUGF�KP�VJKU�FQEWOGPV�

Diagram from Apple iOS Security Document.
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iPhone Security features (1)

I Secure Boot Chain
I Immutable code is laid down during chip fabrication, and is implicitely trusted.

iOS security overview (1) 
! a secure boot (“chain of trust”) 

 at the very beginning: Apple root CA Public Key 
•  trusted because stored in ROM!
•  used to verify integrity and origin of code coming from Apple"

 each step requires verifying the signature of the next 
component before executing it  

•  in case of failure, the boot process is stopped"

12 

immutable code + 
Apple root CA PK 

ROM 

LLB 
(low level bootloader) 

iBoot iOS Kernel 

verify signature, 
then execute… 

verify signature, 
then execute… 

verify signature, 
then execute… 

I Runtime process security by iOS kernel
I Mandatory code signing extends the concept of chain of trust from the OS to

Apps
I At runtime, code signature checks of all executable memory pages are made as

they are loaded

iOS security overview (2) 
! third-party app verification 

 all the official apps are signed by an Apple-issued certificate 
•  possible since all app developers need to register to Apple 

and get a valid certificate before any deposit on the AppStore"
 this verification extends the “chain of trust” to apps 

 signature verifications performed at runtime to make sure 
the app has not been modified since it has been installed 

13 

iOS Kernel 

verify signature, 
then execute… 

app (1) 

app (2) 

app (3) 

…
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iPhone Security features (2)

I Data protection feature

Flash!
Storage!

Main!
System!
Memory!

Crypto!Engine!
(AES7256!&!SHA71)!

Applica@on!Processor!
(UID!burnt!into!the!silicon)!

Gets!UID!

DMA!path!DMA!path!

Depic@on!of!data!protec@on!feature!on!iPhone!System!on!Chip!(SoC)!

I Four kinds of data protection :
1. Complete Protection
2. Protected Unless Open
3. Protected Unless First User Authentication
4. No Protection
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iPhone Security features (3)

I Data protection feature (Contd...)

2CUUEQFG�EQPUKFGTCVKQPU�
+H�C�NQPI�RCUUYQTF�VJCV�EQPVCKPU�QPN[��
PWODGTU�KU�GPVGTGF��C�PWOGTKE�MG[RCF��
KU�FKURNC[GF�CV�VJG�.QEM�UETGGP�KPUVGCF��
QH�VJG�HWNN�MG[DQCTF��#�NQPIGT�PWOGTKE��
RCUUEQFG�OC[�DG�GCUKGT�VQ�GPVGT�VJCP�C��
UJQTVGT�CNRJCPWOGTKE�RCUUEQFG��YJKNG��
RTQXKFKPI�UKOKNCT�UGEWTKV[�

%TGCVKPI�UVTQPI�#RRNG�+&�RCUUYQTFU
#RRNG�+&U�CTG�WUGF�VQ�EQPPGEV�VQ�C�PWODGT��
QH�UGTXKEGU�KPENWFKPI�K%NQWF��(CEG6KOG��CPF�
K/GUUCIG��6Q�JGNR�WUGTU�ETGCVG�UVTQPI��
RCUUYQTFU��CNN�PGY�CEEQWPVU�OWUV�EQPVCKP��
VJG�HQNNQYKPI�RCUUYQTF�CVVTKDWVGU�
�� #V�NGCUV�GKIJV�EJCTCEVGTU
�� #V�NGCUV�QPG�NGVVGT
�� #V�NGCUV�QPG�WRRGTECUG�NGVVGT
�� #V�NGCUV�QPG�PWODGT�
�� 0Q�OQTG�VJCP�VJTGG�EQPUGEWVKXG��
KFGPVKECN�EJCTCEVGTU

�� 0QV�VJG�UCOG�CU�VJG�CEEQWPV�PCOG

�

File Contents
File Metadata

File Key

File System Key

Class Key

User Passcode

Device UID

6JG�EQPVGPV�QH�C�°NG�KU�GPET[RVGF�YKVJ�C�RGT�°NG�MG[��YJKEJ�KU�YTCRRGF�YKVJ�C�ENCUU�MG[�
CPF�UVQTGF�KP�C�°NG Ü�OGVCFCVC��YJKEJ�KU�KP�VWTP�GPET[RVGF�YKVJ�VJG�°NG�U[UVGO�MG[��6JG�
ENCUU�MG[�KU�RTQVGEVGF�YKVJ�VJG�JCTFYCTG�7+&�CPF��HQT�UQOG�ENCUUGU��VJG�WUGT Ü�RCUUEQFG��
6JKU�JKGTCTEJ[�RTQXKFGU�DQVJ�±GZKDKNKV[�CPF�RGTHQTOCPEG��(QT�GZCORNG��EJCPIKPI�C�°NG Ü��
ENCUU�QPN[�TGSWKTGU�TGYTCRRKPI�KVU�RGT�°NG�MG[��CPF�C�EJCPIG�QH�RCUUEQFG�LWUV�TGYTCRU��
VJG�ENCUU�MG[�

2CUUEQFGU
$[�UGVVKPI�WR�C�FGXKEG�RCUUEQFG��VJG�WUGT�CWVQOCVKECNN[�GPCDNGU�&CVC�2TQVGEVKQP��
K15�UWRRQTVU�HQWT�FKIKV�CPF�CTDKVTCT[�NGPIVJ�CNRJCPWOGTKE�RCUUEQFGU��+P�CFFKVKQP�VQ�
WPNQEMKPI�VJG�FGXKEG��C�RCUUEQFG�RTQXKFGU�VJG�GPVTQR[�HQT�GPET[RVKQP�MG[U��YJKEJ�CTG�
PQV�UVQTGF�QP�VJG�FGXKEG��6JKU�OGCPU�CP�CVVCEMGT�KP�RQUUGUUKQP�QH�C�FGXKEG�ECP¨V�IGV�
CEEGUU�VQ�FCVC�KP�EGTVCKP�RTQVGEVKQP�ENCUUGU�YKVJQWV�VJG�RCUUEQFG��

6JG�RCUUEQFG�KU�¥VCPINGF¦�YKVJ�VJG�FGXKEG Ü�7+&��UQ�DTWVG�HQTEG�CVVGORVU�OWUV�DG�
RGTHQTOGF�QP�VJG�FGXKEG�WPFGT�CVVCEM��#�NCTIG�KVGTCVKQP�EQWPV�KU�WUGF�VQ�OCMG�GCEJ�
CVVGORV�UNQYGT��6JG�KVGTCVKQP�EQWPV�KU�ECNKDTCVGF�UQ�VJCV�QPG�CVVGORV�VCMGU�CRRTQZKOCVGN[�
���OKNNKUGEQPFU��6JKU�OGCPU�KV�YQWNF�VCMG�OQTG�VJCP��â�[GCTU�VQ�VT[�CNN�EQODKPCVKQPU�
QH�C�UKZ�EJCTCEVGT�CNRJCPWOGTKE�RCUUEQFG�YKVJ�NQYGTECUG�NGVVGTU�CPF�PWODGTU��QT�
�â�[GCTU�HQT�C�PKPG�FKIKV�RCUUEQFG�YKVJ�PWODGTU�QPN[�

6Q�HWTVJGT�FKUEQWTCIG�DTWVG�HQTEG�RCUUEQFG�CVVCEMU��VJG�K15�KPVGTHCEG�GPHQTEGU�GUECNCVKPI�
VKOG�FGNC[U�CHVGT�VJG�GPVT[�QH�CP�KPXCNKF�RCUUEQFG�CV�VJG�.QEM�UETGGP��7UGTU�ECP�EJQQUG�
VQ�JCXG�VJG�FGXKEG�CWVQOCVKECNN[�YKRGF�CHVGT����HCKNGF�RCUUEQFG�CVVGORVU��6JKU�UGVVKPI�KU�
CNUQ�CXCKNCDNG�CU�CP�CFOKPKUVTCVKXG�RQNKE[�VJTQWIJ�/QDKNG�&GXKEG�/CPCIGOGPV�
/&/��
CPF�'ZEJCPIG�#EVKXG5[PE��CPF�ECP�CNUQ�DG�UGV�VQ�C�NQYGT�VJTGUJQNF�

Diagram from Apple iOS Security Document.

I Complete Protection : Class key is protected with user passcode and UID.
I Protected Unless Open : Using asymmetric elliptic curve cryptography.
I Protected Untill First User Authentication : Protects data from attacks that

involve a reboot.
I No Protection : Class key is protected only with UID. It is default class.
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iPhone Security features (4)

I KeyChain for storing short but sensitive data and optionally, data can be
shared with other apps from the same developer

I Keychain access APIs result in calls to the securityd framework.
I securityd determines if a process can access a keychain item or not based on

that process’s ’”keychain-access-group” and ”application-identifier”
entitlement

I Keychain data protection class structure

%QORQPGPVU�QH�C�MG[EJCKP�KVGO
#NQPI�YKVJ�VJG�CEEGUU�ITQWR��GCEJ�MG[EJCKP�
KVGO�EQPVCKPU�CFOKPKUVTCVKXG�OGVCFCVC�
UWEJ�
CU�¥ETGCVGF¦�CPF�¥NCUV�WRFCVGF¦�VKOG�UVCORU���
+V�CNUQ�EQPVCKPU�5*#���JCUJGU�QH�VJG�CVVTKDWVGU�
WUGF�VQ�SWGT[�HQT�VJG�KVGO�
UWEJ�CU�VJG�
CEEQWPV�CPF�UGTXGT�PCOG��VQ�CNNQY�NQQMWR�
YKVJQWV�FGET[RVKPI�GCEJ�KVGO��#PF�°PCNN[��KV�
EQPVCKPU�VJG�GPET[RVKQP�FCVC��YJKEJ�KPENWFGU�
VJG�HQNNQYKPI�
�� 8GTUKQP�PWODGT
�� 8CNWG�KPFKECVKPI�YJKEJ�RTQVGEVKQP�ENCUU�
VJG�KVGO�KU�KP

�� 2GT�KVGO�MG[�YTCRRGF�YKVJ�VJG�RTQVGEVKQP�
ENCUU�MG[

�� &KEVKQPCT[�QH�CVVTKDWVGU�FGUETKDKPI�VJG�
KVGO�
CU�RCUUGF�VQ�5GE+VGO#FF���GPEQFGF�
CU�C�DKPCT[�RNKUV�CPF�GPET[RVGF�YKVJ�VJG�
RGT�KVGO�MG[

6JG�GPET[RVKQP�KU�#'5�����KP�)%/�
)CNQKU�
%QWPVGT�/QFG���VJG�CEEGUU�ITQWR�KU�KPENWFGF�
KP�VJG�CVVTKDWVGU�CPF�RTQVGEVGF�D[�VJG�)/#%�
VCI�ECNEWNCVGF�FWTKPI�GPET[RVKQP�

��

VJG�UGEWTKV[F�FCGOQP�FGVGTOKPGU�YJKEJ�MG[EJCKP�KVGOU�GCEJ�RTQEGUU�QT�CRR�ECP�
CEEGUU��-G[EJCKP�CEEGUU�#2+U�TGUWNV�KP�ECNNU�VQ�VJG�UGEWTKV[F�HTCOGYQTM��YJKEJ�SWGTKGU�
VJG�CRRÜ�¥MG[EJCKP�CEEGUU�ITQWRU¦�CPF�VJG�¥CRRNKECVKQP�KFGPVK°GT¦�GPVKVNGOGPV��4CVJGT�
VJCP�NKOKVKPI�CEEGUU�VQ�C�UKPING�RTQEGUU��CEEGUU�ITQWRU�CNNQY�MG[EJCKP�KVGOU�VQ�DG�
UJCTGF�DGVYGGP�CRRU��

-G[EJCKP�KVGOU�ECP�QPN[�DG�UJCTGF�DGVYGGP�CRRU�HTQO�VJG�UCOG�FGXGNQRGT��6JKU�KU�
OCPCIGF�D[�TGSWKTKPI�VJKTF�RCTV[�CRRU�VQ�WUG�CEEGUU�ITQWRU�YKVJ�C�RTG°Z�CNNQECVGF�VQ�
VJGO�VJTQWIJ�VJG�K15�&GXGNQRGT�2TQITCO��6JG�RTG°Z�TGSWKTGOGPV�KU�GPHQTEGF�VJTQWIJ�
EQFG�UKIPKPI�CPF�2TQXKUKQPKPI�2TQ°NGU��

-G[EJCKP�FCVC�KU�RTQVGEVGF�WUKPI�C�ENCUU�UVTWEVWTG�UKOKNCT�VQ�VJG�QPG�WUGF�KP�°NG�&CVC�
2TQVGEVKQP��6JGUG�ENCUUGU�JCXG�DGJCXKQTU�GSWKXCNGPV�VQ�°NG�&CVC�2TQVGEVKQP�ENCUUGU��DWV�
WUG�FKUVKPEV�MG[U�CPF�CTG�RCTV�QH�#2+U�VJCV�CTG�PCOGF�FKÒGTGPVN[�

#XCKNCDKNKV[ (KNG�&CVC�2TQVGEVKQP -G[EJCKP�&CVC�2TQVGEVKQP

9JGP�WPNQEMGF 05(KNG2TQVGEVKQP%QORNGVG M5GE#VVT#EEGUUKDNG9JGP7PNQEMGF

9JKNG�NQEMGF 05(KNG2TQVGEVKQP%QORNGVG7PNGUU1RGP 0�#

#HVGT�°TUV�WPNQEM 05(KNG2TQVGEVKQP%QORNGVG7PVKN(KTUV7UGT#WVJGPVKECVKQP M5GE#VVT#EEGUUKDNG#HVGT(KTUV7PNQEM

#NYC[U 05(KNG2TQVGEVKQP0QPG M5GE#VVT#EEGUUKDNG#NYC[U

'CEJ�MG[EJCKP�ENCUU�JCU�C�¥6JKU�FGXKEG�QPN[¦�EQWPVGTRCTV��YJKEJ�KU�CNYC[U�RTQVGEVGF�
YKVJ�VJG�7+&�YJGP�DGKPI�EQRKGF�HTQO�VJG�FGXKEG�FWTKPI�C�DCEMWR��TGPFGTKPI�KV�WUGNGUU�
KH�TGUVQTGF�VQ�C�FKÒGTGPV�FGXKEG�

#RRNG�JCU�ECTGHWNN[�DCNCPEGF�UGEWTKV[�CPF�WUCDKNKV[�D[�EJQQUKPI�MG[EJCKP�ENCUUGU�VJCV�
FGRGPF�QP�VJG�V[RG�QH�KPHQTOCVKQP�DGKPI�UGEWTGF�CPF�YJGP�KV Ü�PGGFGF�D[�VJG�15���
(QT�GZCORNG��C�820�EGTVK°ECVG�OWUV�CNYC[U�DG�CXCKNCDNG�UQ�VJG�FGXKEG�MGGRU�C�EQPVKPWQWU��
EQPPGEVKQP��DWV�KV Ü�ENCUUK°GF�CU�¥PQP�OKITCVQT[�¦�UQ�KV�ECP¨V�DG�OQXGF�VQ�CPQVJGT�FGXKEG��

(QT�MG[EJCKP�KVGOU�ETGCVGF�D[�K15��VJG�HQNNQYKPI�ENCUU�RTQVGEVKQPU�CTG�GPHQTEGF�

+VGO #EEGUUKDNG

9K�(K�RCUUYQTFU #HVGT�°TUV�WPNQEM

/CKN�CEEQWPVU #HVGT�°TUV�WPNQEM

'ZEJCPIG�CEEQWPVU #HVGT�°TUV�WPNQEM

820�EGTVK°ECVGU #NYC[U��PQP�OKITCVQT[

820�RCUUYQTFU #HVGT�°TUV�WPNQEM

.&#2��%CN&#8��%CTF&#8 #HVGT�°TUV�WPNQEM

5QEKCN�PGVYQTM�CEEQWPV�VQMGPU #HVGT�°TUV�WPNQEM

*QOG�UJCTKPI�RCUUYQTF 9JGP�WPNQEMGF

(KPF�/[�K2JQPG�VQMGP #NYC[U

K6WPGU�DCEMWR 9JGP�WPNQEMGF��PQP�OKITCVQT[

8QKEGOCKN #NYC[U

5CHCTK�RCUUYQTFU 9JGP�WPNQEMGF

$NWGVQQVJ�MG[U #NYC[U��PQP�OKITCVQT[

#RRNG�2WUJ�0QVK°ECVKQP�5GTXKEG�6QMGP #NYC[U��PQP�OKITCVQT[

K%NQWF�EGTVK°ECVGU�CPF�RTKXCVG�MG[ #NYC[U��PQP�OKITCVQT[

K%NQWF�VQMGP #HVGT�°TUV�WPNQEM

K/GUUCIG�MG[U #NYC[U��PQP�OKITCVQT[

%GTVK°ECVGU�CPF�RTKXCVG�MG[U�KPUVCNNGF�D[�%QP°IWTCVKQP�2TQ°NG #NYC[U��PQP�OKITCVQT[

5+/�2+0 #NYC[U��PQP�OKITCVQT[

Diagram from Apple iOS Security Document.
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iPhone Security features (5)

I KeyChain for storing short but sensitive data and optionally, data can be
shared with other apps from the same developer (Contd...)

I Encryption with device UID prevents restoring keychain items at another
device (even if it’s in ”No Protection” class !)
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#NQPI�YKVJ�VJG�CEEGUU�ITQWR��GCEJ�MG[EJCKP�
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+V�CNUQ�EQPVCKPU�5*#���JCUJGU�QH�VJG�CVVTKDWVGU�
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iPhone Security features (6)

I App Sandboxing
I System installs each app in its own sandbox directory
I Sandbox is a set of fine-grained controls that limit access by an app to other

apps and system resources.

To help apps organize their data, each sandbox directory contains several well-‐known subdirectories for placing
files. Figure A-‐1 shows the basic layout of a sandbox directory. For detailed information about the sandbox
directory and what belongs in each of its subdirectories, see File System Programming Guide .

Figure A-1 Sandbox directories in iOS

The iOS Environment
Security

2012-‐09-‐19   |   © 2012 Apple Inc. All Rights Reserved.
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Above diagram from Apple
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iPhone Security features (8)

I Use of entitlements for access control
I Key-value pairs allowing authentication beyond runtime factors like unix user

id.
I Entitlements are digitally signed.
I Extensively used by System Apps and daemons to perform specific privileged

tasks that would otherwise require the process to be run as root.
I Greatly reduces the potential for privilege escalation by a compromised system

app or daemon.

$�
���
�����#����� ����� ��������
���

�� 
���
����� ����� 
��
#
�"�����#��
����� 
�� ��
����������������
������$�
�������
��� ����*������
����
���

�
��
"�������
��������
#
�

�
�����
&
����%&���
������
���" �
������
�����������������
��������
��
������
#�����������
"����
���
��������'��
���#�
�� ��

&
���
���
����%����
��������
���
"��� ���"��
��������#
������
����
"��������6
\������
���0�����-����K
�����


6���������.�;�������
����������

����0
����P�-����K
�����

�-����K
���
%����
�
��.������
��������-����K
���
*�����.�������!
���,���0#���
��/����M3
(����
���������.P������
V�.�RWYW������.���/����3�������.RMWEY
������
��.��������
5������
�.������
V�.P�
(�5���.Q�W����P�P�����Y��MM�P��Q��YQP���W��MZ��
$
���������
V�.ZYQP
���������	�����
�
����
%&
�����$�����
&�'���'
���������	�����
�
����
�����#�$�����
���������
���������	�����
����
��
$
�����I
��.U���PY2�P����M�WZ�YY�-,
%����
�
�������
��.PR
$������H��������������.Y��
���.MRW
%����������@�
�������������.P��
V�.ZP�

9
�����������
���
����� ������������
��
����������
���

���
��
����"��
�
������
���
����������� ����&�"���
��������#
����

$����!��"�� �����������
��
�����
��
������� ���
������
'������������
��������� "�����
�����������������
������
����������
������
�������
��

����6
\������
���0�����(���(�����
6���������.�;�������
����������

����0����P�(���(�����
%����
�
��.�����

���(���(�����
*�����.,���0#���
��/����X3
(����
���������.P������
V�.MWPR������.��P/�����3�������.Z�ZEY
�����
��.��������
5������
�.������
V�.P�
(�5���.Y��P�M����PZ��R������Y�QXZ�X�RX��Z���Z��
&�'������	�!��$
%����
�
��.���������
$������H��������.����
%����������@�
�������������.���
V�.ZZP

��
������
��
��
�������!��"�� ����
"����
���!��"���� ���"���
��
���
���
������2
��#��������
"�������
����������������
���������� ��
������#
����

����
�"�����
����"����������
���
����
�����"������%����
������������ 
����(�������
�� �'����
����
��
�����'������
����������
����"����������1!��"�� ������
��

������������
���
����
����������
����"��������������"�
���
���������
�����
��!��"������
&������������#��
����������������
����"���

���	���(��	���)����
�
���������
���

����������
��
���
������
���&
�������
&�
���������
&����
����������
���������������
���

���:�
���������
���

�����
�"���� ����"�
'�

�
"������
�����������
&����
���������&
�����
#�������
���

�6
'���
��0��-����K
���
D=��������
��.L���L������
��.L;I*0QL=1
D9�#(IJ"6�
�
���";K<%(�L0��-

�����I��"<%$I������6)L
L���
���!!!��

��������I���"��
����<
��0�������L1
D
�
�������
��.L���L1
D�
��1
�������D���1�

�
���
��0
����
�
��D����1
�������D���
��1+Q"  ZMPWU�������
��������-����K
���D����
��1
�������D���1�
�0���
�������D����1
�������D���
��1
������
��D����
��1
�������D���1������
�0������0����
�D����1
�������D�����1
�������������D���
��1+Q"  ZMPWU�������
��������-����K
���D����
��1
�������D������1
D��
��1
D�
�
��1

$�������
���

��
����
&
�����
#
������"�
@"�����&
!�&
�����������
���

���$���'�����
�,���������
"����
#
����������&
��������
����"������
�������

1��
�����������
#
�����������
���&
���
���������
���#���
���
��&�������
#
�����������
������������#���
&�����������"��
���������������"�������

��#��������������� 
!��"��������
������
��"���������
�����������
������������������ ���
#���
"��������&"���

��
&�������
#
�

�
�����
&
���������


�����������
��
�����
�
������&"���

���
���
&������
�������� "���������
��
�
������&"���

���
���
&������������
����� ��������
�"������#��
����

4
����
������!��������
��
������ ������?9:��� "��������
����
"���������&�
������
����0D6
'���
��0��������
�����
D9�#(IJ"6�
�
���";K<%(�L0��-

�����I��"<%$I������6)L
L���
���!!!��

��������I���"��
����<
��0�������L1
D
�
�������
��.L���L1
D�
��1
�������D���1�����

����
�
��������������

�
���
���D����1
�������D�����1
�������D���1���0����0����!D����1
�������D�����1
�������D���1����	���	

�0����!D����1
�������D�����1
D��
��1
D�
�
��1

/
"(��� �
�
��� ����� �� ������� &������
�

���� ���
��������� ����� ���� ���������� �
� ���
�� 
�� �
� �� "��
����� ����
���

����/
"� ������� 
"�� ��
����

J. P. Achara (Inria) Smartphone Security Overview 8 avril 2016 12 / 31



iPhone Security features (9)

I Protection of memory from the exploitation of memory corruption bugs
I Since iOS 4.3 use of ASLR (Address Space Layout Randomization)
I Memory pages marked as both ”writable” and ”executable” can be used by

Apps having Apple-only ”dynamic-codesigning” entitlements. Safari uses this
entitlements for its JavaScript JIT compiler.
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iPhone Security features (10)

I System Software Personalization
I To prevent devices from being downgraded to older versions that lack the

latest security features
I iOS Software Updates can be installed using iTunes or OTA on the device.

iTunes'or'Device'

Apple'Installa3on'Server'
(gs.apple.com)'

Step%2:'Checks'if'upgrade'is'available'

Step'1.'Cryptographic'measurements'for'
each'bundle'to'be'installed,'nonce,'ECID'

Step%3.'signed'(Cryptographic'
measurement'+'nonce'+ECID)'
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iPhone Security features (11)

I Application Access to standard iOS APIs
I Apple claims to verify all submitted Apps for legitimate API access. But with

each iOS revision, control is being transferred to the user.
I Mere access to private data access using APIs prompts a warning to the user

and user has the option to allow/deny it.
I However, there is no mechanism to control the way accesssed information is

being used ! RESEARCH TOPIC !
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Outline

1 Security Mechanisms employed in iPhones

2 Security Mechanisms employed in Android-powered Smartphones

3 Comparison between security mechanisms available in iPhone and
Android-powered smartphones

4 Security implications of modifying the default software stack of the devices
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Android-powered smartphones

Software running on Android-powered smartphones is :

I Immutable code in Boot ROM

I Firmware

I Bootloader

I Android (Linux kernel, system modules, services, apps)

I Third-party Apps (no restriction for the source !)

Android :

I Linux based OS developed by Google in conjuction with Open Handset
Alliance

I A small amount of Android OS code runs as root.

I System partition is mounted as read-only and contains Kernel, OS libraries,
Application Runtime (DVM), Application framework and System Apps.

I Android apps are most often written in Java and run in the DVM (Dalvik
Virtual Machine).
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Android Software Stack

All software above the kernel (OS libraries, Android runtime, application
framework, system and third party apps) run within the Application
Sandbox.

Taken from Android Open Source website.

J. P. Achara (Inria) Smartphone Security Overview 8 avril 2016 18 / 31



Android Security features (1)

I Secure Boot Chain
I Depends on manufacturer and also, on cellular service provider if it’s in

contract.
I Sometimes it exists and other times it doesn’t.
I But in any case and unlike iPhones, the secure boot chain does not extend

till Apps !

I FileSystem Encryption
I is performed in the kernel using dm-crypt after Android v 3.0.
I Not on by default.
I Some custom ROM builders even removed this feature completely !

I Protection of memory from exploitation of memory corruption bugs
I A memory corruption error will only allow execution of arbitary code in the

context of that process.
I Since Android 4.0 use ASLR (Address Space Layout Randomization)
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Android Security features (2)

I Application Sandbox
I Android System assigns a unique user id to each Android App and runs it as

that user in a separate process.
I Kernel enforces security at the process level through standard Linux facilities.
I Apps get a dedicated part of the file system which acts as home for that App.
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Android Security features (3)

I Application Signing
I All installed apps must be signed
I Helps in application updates
I Apps coming from same developer can share the same user id (App developer

can specify that in the manifest !)

I System Partition and Safe Mode
I System partition contains Android’s kernel, OS libraries, application runtime,

application framework and system apps. It is set to read-only.
I In Safe mode, only System Apps are loaded i.e. user can boot the phone in an

environment free of third-party software.

I Android Updates
I OTA or side-loaded updates.
I With side-loaded updates, downgrade is possible
I Flashing a new system image always leads to erasing all the data on the device.
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Android Security features (4)

I Application Access to standard Android APIs
I Makes use of Manifest file. All needed-permissions need to be stored in this file.

I User has to either allow/deny all needed permission for the app at install time.
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Android Security features (5)

I Application Access to standard Android APIs (Contd...)
I User permission is asked for accesssing user private info, internet access, SIM

card access and cost-sensitive activities (telephony, SMS, network/data,
In-App billing, NFC Access etc.)

Taken from Android Open Source website.
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Android Security features (6)

I Interprocess communication
I Processes can communicate using any of the traditional UNIX methods e.g.

file system, local sockets. Linux permissions still apply !
I Android’s new IPC mechanisms :

I Binder, Services, Intents and ContentProviders

I Digital Rights Management
I Provides a DRM framework that lets applications manage rights-protected

content according to the license constraints
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Outline

1 Security Mechanisms employed in iPhones

2 Security Mechanisms employed in Android-powered Smartphones

3 Comparison between security mechanisms available in iPhone and
Android-powered smartphones

4 Security implications of modifying the default software stack of the devices
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Comparision between security measures employed in
iPhone and Android

I Secure Boot Chain ?

I Data protection features ?

I Runtime security and App Sandboxing ?

I Memory protection ?

I System upgrades and downgrades ?

I What if you lose Android-powered smartphone or iPhone ?
I If device is passcode locked ?
I If flash memory is taken out of the device to read the data ?
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Outline
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2 Security Mechanisms employed in Android-powered Smartphones
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Modifying the default software stack of iPhone (1)

A very popular term ”Jailbreaking” is coined for removing the restrictions
put by Apple on its amazing device by modifying the software stack of the
device !

I The question is : Why one would like to change the software stack ?
I An open platform for which developers can write software
I If one would like to have total control over the device
I To bypass cellular locks and other restrictions put by carrier e.g. WiFi tethering
I To pirate iPhone Apps
I To evaluate the security of the device
I To do some frauds e.g. by changing baseband code or to fake things e.g. by

changing network data.
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Security implications of Jailbreaking

I If your phone is lost/stolen :
I Someone can just copy all your data...
I ... then install some remote-login tools, spyware and rootkit and give you back

the phone !

I Apps installed on a Jailbroken phone can get root privileges and have
read/write access to the whole filesystem. Everything is possible with right
skills !

I A malicious app can spy all your activities on the phone
I A malicious app can retrieve and send your personal information to

third-parties

I Our opinion : One should use jailbreaked iPhone for personal use only if (s)he
knows how to secure the device (implicitely requires knowing all the
internals !)
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Modifying the default software stack of Android
Smartphones

In Android smartphones, software stack is normally modified to get ”root”
(privileged user) access to the phone and is known as ”rooting”.

I Why one would like to ”root” the phone ?
I On Android, there is no restriction on the source of apps. The only restriction

is the fact that apps can run only as non-privileged user and thereby, people
wanting their device without any restriction would go for it.

I There can be a variety of motivations behind having a device without any
restricitons, like removing cellular restrictions, evaluating the security or
performing malicious activities.

I How do you ”root” Android smartphones ?
I If your device have an unlocked bootloader !
I Certain manufacturers don’t actually set ro.secure to 1.
I Hack one of system process running in privileged mode e.g. z4root,

gingerbreak...to execute arbitrary code (Well, the arbitrary code normally
mounts /system in read-write mode and installs su command.)
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Security implications of ”Rooting”

I If a ”rooted” Android smartphone is lost/stolen, ALL user data on the device
is at risk if adb access is enabled. Even if Android encyption feature is ON !

I ”Rooting” normally involves flashing custom ROM and certain custom ROM
builders removed the Encryption option from the ROM ! It means data is
stored in the flash as plain-text !

I Malicious apps can of course spy the activities on the device and steal
personal information.
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