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“The UK Is the largest
e-commerce market in
Europe ... Value added

In ITEC sectors

accounts for nearly a

third of GDP growth”

[UK On-line annual report 2000]
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BUT ... major concern about the trustworthinesSefvices

"While internet penetration is growing rapidly, all the evidence shows that
consumer confidence in the e -commerce medium itself and in cross -border
transactions remains low.

E-commerce, therefore, is an insignificant part of fi nal consumpti on within
the European Union - significantly below 1% of total retail sales."

[David Byrne, European Commissioner for H€adtisaner Protection]

FMICS 2003, Roeros, June 2003



“Despite the presence of effective base technologies)dimsra need for
further innovation before trust caareged efficiently at the servicé level.

“For e-services to achieve the same levels of acceptance a s their
conventional counterpart trust management has to become an intrinsic part of
e-service provision.”

Patricia Hewitt - UK minister for € -commerce

10 FMICS 2003, Roeros, June 2003
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motivation for modelling trust

a model of trust In e-services

alms for trust management
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-

Trust iselativeto a specific service. Different trust relatiappleigr in different business contexts }

— The measurement magleolute(e.g. probabilityyelative(e.g. dense order) ‘

This period may be inp&st(history), theuration of the servidérom now and unti
end of servicd)iture(a scheduled or forecasted critical time algysr

:

Dependability is deliberately understood broeligieto

security, safety, reliability, timeliness, maiataliy
(following Newcastle the interpretatomlirc.org.uk )

FMICS 2003, Roeros, June 2003
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Subjective beliefs as opinions

(Dempster-Shafer, Theory of evidence )

(Jgsang, Subjective Logic)
*Opinions wA(p) = (b,d,u,a)
b d

b+d+u=1

FMICS 2003, Roeros, June 2003
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eConjunction
D&Q) =

b(
d(
u(

0&0

0&0

b
) = d(
) = Db(

(p).b(q)

0) +d(q) -

d(p).d(q)
D).u(Q) + U(IO) b(q) + u(p).u(a)

b d u

b
d
u
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*Recommendation:
WAB (p) = wi(ig) A WE(p) =

= (b(p)-b(p) , blg).d(P) , --.)

eCoONnsensus
WA(P) A WE(p) = ( bi(p)-u(p)+uy(p)-bp) ,

U3 (P)+Ux(P)-Uy(P)-Ux(P)

Independent evidence ( there are alternatives)
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motivation for modelling trust

a model of trust In e-services

aims for trust management
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Trust Management aims to maximise
trust while minimising risk.

Security
Threats

The total process of identifying, controlling sy B
and minimising the impact of deception and venagement /- Ko
failure in trust.

Safety
Threats

Analyses threats and trust inclinations while
supporting the formation of dependable
intentions and controlling dependable —
behaviour.

Safety Risk
Management

Trust management subsumes and relies on risk analy  sis and risk management.

“a unified approach to specifying and interpreting security policies, credentials,
relationships [which] allows direct authorization of security-critical actions”

o Blaze, Feigenbaum & Lacy 1998 [ AT&T POLICYMAKER]

FMICS 2003, Roeros, June 2003



Analysis Management
Assess Dependability Policy Oriented Management
Assess Risk Contract Management

_ Risk Management
Measure Divergence from

behaviour

GOGNITIVE
SCIENCES

LEGAL
REASONING

18 FMICS 2003, Roeros, June 2003
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On the Semantics of Information Hiding

Do not read this
Exploring the role of frames in refinement
Non-interference : Component A does not depend on ¢

omponent B

FMICS 2003, Roeros, June 2003



20

On the Semantics of Information Hiding

Motivation

Simple examples of the usefulness of information hi ding

Informal Treatment

Three interpretations of “Do not read this”

Formal Semantics

Substitutions with read and write frames

Refinement

“Refinement does not preserve information hiding”

Reflections

Examples revisited, Conclusions, Future work

FMICS 2003, Roeros, June 2003
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Examples

Is x:=x the same as skip ?
wp(x:=x)P = wp(skip )P
Dunne ZB2002>... but x:=x+1||skip not same as X:=x+1||x:=X
semantics with explicit write frame
Is X:=y-y the same as x:=0 ?
wp(x:=y-y )P =wp(x:=0)P
but x:=y-y may not be well formed if y should not be read

semantics which interprets read frames also

FMICS 2003, Roeros, June 2003
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More Examples

Read frames and Non-interference
When is S||T refined by S;T ?

Read frames and Initialisation

Is x := x a valid initialisation ? (or X := X-X ?)
Read frames and Encapsulation
When does x ;= y fory: {1,2} refine x : {1,2} ?

Read frames and Underspecification

What refines x:=c for some underspecified constant

Read frames and Refinement

Whenis S P==>S ?

c:{0,1} ?

FMICS 2003, Roeros, June 2003



Examples

Read frames and Non-interference
When is S||T refined by S;T ?
Sufficient: If T does not read any variables written by S
- eg x:=3;y:=4 butnot x:=3;y.=Xx
- Not necessary: e.g. x:=3||y:=x-x or x==y-y |[ly:=x
Sematically: If T does not depend on any variables changed by S

How is this justified formally ?

-If ???? then S||[T  S;T ---- to be done

24 FMICS 2003, Roeros, June 2003



Informal
Treatment
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An operation in 4 parts

(F,R,W,S)
F - the frame of all variables in scope
R - the subset of F which can be read
W - the subset of F which can be written

S - the body of the substitution

- Dowerequire R W ?

FMICS 2003, Roeros, June 2003
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4 Semantic models

Will give 4 relational semantics models
Mo Mg My Mew
M, the usual semantics — no frames
- Mg ={(s1,5,):SXS| ~[S]=(s,=s),)}

M,, writes only W, reads all — simple
- My =My Xy

Mg reads only R, writes all —to be defined

Mew = Mg My, - separation of concerns

Mg introduces “ write-only” variables (F = RW x WO)

perhaps WO vars are useful as “partial” substitutio ns , cf miracles
... but what do they mean ?

FMICS 2003, Roeros, June 2003



write -only (1 of 3) Must -write Semantics

Write only variables must be written

"oe by a value dependent only on reads
WO T S y-=2211110 T
as)

451,

WO, S;
| >
rw .
$1,8»8; * S XS, S Mgs; S,Mgs/

Initialisation of variables: x := E where x=W and vars E R

... but does not combine with M

28 FMICS 2003, Roeros, June 2003
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write -only (2 of 3) May -write Semantics

Must-write disallows skip

as skip allows old value to persist

May-write reintroduces skip

“writes x or skip

outcome depends on x only if x unchanged

Not elegant and not what we want.

FMICS 2003, Roeros, June 2003



wirite -only (3 of 3) non-interference Semantics

WOA
WO 2 | S 2::::: """""" . \\\\\
4g '
S, N\ w
_J%/\/\‘V
WOl_' Sl |
| >
rw
RW
$,$,,8; * S XS, S,Ms, S, * S, XsS, S, Ms,

Allows skip and others which do not depend on un-re ad vars
final values of read variables depend only on read variables

no info flow from unread to read
Adding no-change of un-write vars gives non-int resu It

30 FMICS 2003, Roeros, June 2003
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write -only non-interference Semantics.(cont)

F-R4a

—
—
-
~—

Xg: M

Mg IS largest subrelation of M

M | Xg
o St Xsis a bisimulationon M

FMICS 2003, Roeros, June 2003
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Termination Semantics

WO 4

T RW

T Is a cylinder In state space

X(T)H T

FMICS 2003, Roeros, June 2003



Formal
Semantics
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Concrete Syntax

subst reads writes

skip skip {} {}
assign X:=E vars E {x}
precond P|S vars S Ureads S writes S
guarded G==>S vars G Ureads S writes S
sequential S;T reads SUreads T |writes S U writes T
bdd choice ST reads SUreads T |writes S U writes T
parallel S||IT reads SUreads T reads SUreads T
set_reads RS R writes W
set_writes SW reads S W

set_reads (writes) overwrites frame; expands or con tracts

Do we require R

W ?

FMICS 2003, Roeros, June 2003
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Abstract Syntax

(F,R,W,S)

F - declares and binds all variables in scope

R F — the variables which can be read by an implementa

W  F —the variables which can be written by an impleme

S - the substitution

tion

ntation

FMICS 2003, Roeros, June 2003



Semantics

Define three predicates on (T,M) pairs:

subst rrws(T.M) = T  [S]true M =[S]-(s=s’) No mention R,W
writes rrwg(T.M)= M Xy, No mention R
reads ¢ruws(TM) = Xe(IT) T XM M; X Nomention W

Take all (T,M) pairs which satisfy them:

S={ TM) | substggws(T.M)
reads egrws)(T,M)
writes e rw.g(T.M) }

Take the unique least refined of these:

[FRWS)I, = F(TM) S T M) ST T M M,

FMICS 2003, Roeros, June 2003
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Theorem: Non -interference 1

R, W, R, W,
R, W,={}=R, W,

[[S: 11 S:]]e =SSl =11S2: 34,

Proof — subsumed by later result

... but why require R W ?

... and what about refinement ?



Refilnement
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Reflnement Semantics
Take set of all frame-respecting refinements as semantics:

[(FRWS),=S

Refinement becomes subset:

(F1,R,W.,S)) 1 (F2,R,W,,S)) = Sl Sz

Retrieve [[]] o by and Uon S
[[(F’R’W’S)]] 0 — ( T ) UM )

a™M S @M S
New definition admits fewer refinements

Non-read respecting refinements are pre-filtered ou t
ditto writes

Refinement with frames “encoded” into op’s semantics

FMICS 2003, Roeros, June 2003



Theorem: Non -interference 2

For S, = (F,R,,W,,s))

T, To=T || To=T,,;,T,

Proof requires:
4 frame properties reads(R ;,M,) and writes(W ;, M)
non-interference conditions F-W , R;andF-W,; R,

read respecting refinement

and R, W, (again)

40 FMICS 2003, Roeros, June 2003



Reflections
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Examples revisited
Read frames and Non-interference

see last result
Read frames and Initialisation

eg inv x=y init ({xv},{}, {xVv}, x=y)
Read frames and Encapsulation

Can we underpin the hiding conditions?

Read frames and Underspecification

L {hL X x: {1,2))
Read frames and Refinement

new hypotheses in proof rules for refinement ...

FMICS 2003, Roeros, June 2003



Examples revisited

Read frames and Refinement

strengthen reads and streng then writes
R, R, W W, W,
(F,R,W,S) (F,R,,W,S) (F, R, W;,S) (F,R,W,,S)

reads proof requires: M Xew Xgpry requires R, W

Strengthen substitution
XR(IGD) G
(F,R,W,S) (F,R,W,G==>Y5)

proof requires G respects read frame

43
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So what about R W ...

Why needed R W for the proofs?

elsewhere reads, writes, and subst orthogonal

Strengt

nen reads predicate to

reac

S erws)(R:M)= S Rereads(S,M)

- no Iinfo flow between unreads

Gives more general form of non-int result....

FMICS 2003, Roeros, June 2003
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Theorem: non -interference 3

reads'(R,,M) writes(W,,M.)
W, (R, W,)={}=W, (R, W)
Ml;MZ — MZ;Ml

Proof Is “satisfyingly precise”
Detalls in FME’02 paper

FMICS 2003, Roeros, June 2003



- The End
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