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� CRL

� CRL = abstract datatypes+ processalgebra

� ADT: constructors + maps+ equations

� Processalgebra: ACP style

Most intriguing construct: � - potentially in�nite choice.

Examplefrom Security Protocols:

Al ice jj I ntr uder(K )
� X

m

r ecv(m) / protocol(m)
�

jj
� X

m

send(m) / synthesiz e(m; K )
�

Techniques:Term rewriting + enumeration(= narrowing?)
(enumeratem suchthat protocol(m) ^ synthesiz e(m; K ))
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Veri�cation in the � CRLtoolset

Analysis

Optimization

System specification

Intermediate symbolic format

Finite state space
Analysis

Model Checking

Visualization

Equivalence

Confluence
Invariants
Unused variables

Compilation

Generation

(muCRL spec)

(linear process)

(labelled transition system)

(static analysis + theorem proving)

(graph algorithms)
Minimization

Fight State SpaceExplosion!
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Linear ProcessEquations

� First, a � CRL speci�cation is linearized.
(this step eliminatesjj and � at the expenseof addingdata)

� A linear processhasthe form:

P(~x) =
P

~y :a1(~x; ~y) � P(g1(~x; ~y)) / b1(~x; ~y)

+ � � �

+
P

~y :an (~x; ~y) � P(gn (~x; ~y)) / bn (~x; ~y)

� Here~x is the state vector, containingstate variablesof all
components+ programcounters.ai are actions,bi Boolean
guards, gi next states,and ~y are local choiceparameters.

� Advantage:simplestructure + relativelysuccinct

� Symbolic state spacereductionsare LPE transformations.
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Symbolic Optimizations
� Constantpropagation,Resettingdeadvariables

� Deadcode elimination, tau-con
uencereduction

I is an invariant for all summands:
^

i

8~x; ~y : I (~x) ^ bi (~x; ~y) ) I (gi (~x; ~y))

Summandi commuteswith j (for con
uencereduction):

8~x : bi (~x) ^ bj (~x) ) bj (gi (~x)) ^ bj (gi (~x)) ^ gj (gi (~x)) = gi (gj (~x))

gj(x)gi(x)

bi bj

bj bi

x

gj(gi(x))=gi(gj(x))

� Invariant generation/ checking

� Con
uencedetectionby theorem proving

� Con
uencereductionon the 
y (avoid loops!)

� ) Parallellizationof theorem prover ??
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On-the-
y � -Con
uenceReduction
� After detectingsomecon
uent � summands,we want on the 
y:

{ Givepriority to con
uent � -steps

{ Compresssequencesof con
uent � -steps

� A concretetransition s ! a t is transformed to s ! a r ep(t), where
r ep(t) is found by Tarjan's SCCalgorithm.

� Below: blue are visiblesteps,while green(visited) and red (not
visited) are con
uent tau-steps

3 4 5

7 8

9
2

1 6

a

reduced state space
a
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Explicit state spacegeneration
� Whensymbolic reductionis exhausted,we start brute force

� Generatingstate spaceis time consuming(narrowing!)

� Hence:explicit generation+ storageof full state space.

� Various analysescan be performed without regeneration

� Usedistributed generationto scalein memory + time.

Compilation

System specification

Intermediate symbolic format

Finite state space

Generation

Graph minimization

Model Checking

Visualization

EquivalenceAnalysis

Running on a cluster of machines

Distributed algorithms

Later: on NL/European Grid
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DistributedState SpaceGeneration

Extra Functionality:

� on-the-
y veri�cation of simplesafety properties
(deadlock, occurrencesof bad actions)

� debugtracesfor diagnostics

� on-the-
y con
uencereduction

� search in time slicesto �nd shortest schedules
(i.e.: barrier synchronizationon special \tick" actions)

Conclusion:

� Scalesup in time + memory (> 108 transitions,32 nodes)
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DistributedState SpaceGeneration
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DistributedGenerationwith
On-the-
y � -Con
uenceReduction

� Strict breadth �rst exploration of the state space.
(only reason:shortest tracesas counterexample)

� As usual: statesare allocatedby a static hashfunction to nodesin
a network, who sendeachother batchesof successor states.

� Actually, we sendindicesof statesto avoidserializationoverhead.

databases
term

workers

term lookup

indices
pairs of

Jaco van de Pol SENV A - November 2005 { Grenoble 11



Singlenode Memory Footprint
� We usethe ATerm Library (CWI, SEN1) to representthe state

spaceas onemaximallyshared forest.

� Nice trick (JF Groote): arrangestate vector as tree insteadof list:

� List arrangement:avg. 1
2 n list nodesduplicated t4 7! s4

t0 t1 t2

t0 t2t1 s4t3

t5

t3

t6

t4

� Treearrangement:logn list nodesduplicated.

t0 t1 t2 t3 t4 t5s4 t6
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Distributingshared terms?

� The nodessendeachother batchesof new statesto be explored.

� Problem: ATermsare pointers,which are only locally meaningful.

� Bad solution: serialization/deserializationfor communication.

� Our solution:

{ Assignindicesto states,only communicateindices

{ Store term indicesin a shared global database

{ Exploit anothertree-foldingtrick to avoid bottlenecks

� Goal: a global uniquebijection: States$ f 0; : : : ; ng
(but avoid a databaseof sizen)

� Idea: Usethe Cartesianstructure of the state vector
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Shared globalterm databases

n43

t1 t2 t3 t4 t5 t6 t7 t8

n48n46n45n44n42n41

n31 n32 n33 n34

n47

n22n21

n11

Term Vector

Leaf Database
(global + local cache)

Intermediate Databases
(global + local cache)

Top level database
only local !!

� With perfect balancing:databasenk j at levelk has k
p

jSj states

� Balancingcan be improvedby pairing/projecting the state vector

� Severalad hoc tricks reducecommunicationoverhead.

� Most communicationoverheadonly at the beginning!
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State SpaceMinimization

� We havethe following instances:

{ Strong bisimulationreduction(Blom,Orzan)

{ Branchingbisimulationreduction(Blom, Orzan)

{ � -cycleelimination(Orzan, van de Pol)

� Algorithms:

{ Partition re�nement, basedon \observablesignatures".

{ The nodessynchronizein \rounds"

� Conclusion:

{ it works in practice, memory usageis OK

{ decentspeedupfor large enoughexamples

{ result after minimizationoften �ts in onemachine
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Implicationsfor GRID

� intensiveinter-node communication

� synchronizedlevelsfor BFS (can be relaxed),
and for partition re�nement (essential?)

� shared data base

� needfor persistentdata storage

Implicationsfor Interfaces

� data enumerationis important (for open systems)

� extensionsfor con
uence/partial-order reductionneeded

� severalsymbolic optimizationsare languagespeci�c.
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